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1. 00000000 Username:admin, Password:admind OO OO0 O0O0OFS 000000000 OOOOO0O
OoOdD0O0gilevefSOOOODOODOO

iguration Utility

Username Your password has expired. Please change it using the fields on the left.

admin

Current Password

2.0000000000000000000O00DO0Username:admin, Password:ilovefSO0 00000 O0ODO

f5 BIG-IP Configuration Utility
F5 Networks, Inc.
Esllan Welcome to the BIG-IP Configuration Utility.
bigip1
Log in with your username and password using the fields on the left.
IP Address
10.1.1.8

Password changed
successfully.

Username

admin
Password

3.Next 0000000000

21. AWAFOOODOO 7
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|| ONLINE (ACTIVE)
g | standalone
w_F | Provisiening Warning

Setup Utility » Introduction

[£%] setup utility
Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Welcome

Setup Utility

To begin configuring this BIG-IP® system, please complete the Setup Ulility. To begin, click the "Next” button.

4. 000000000000000000000000000000000ONext0 000000000

| ONLINE (ACTIVE)
; | standalone

Provisioning Wami
Ing Ing

Setup Utility » License

Setup Utility
Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

General Properties

License Type
Licensed Date
License Expiration Date

Active Modules

Optional Modules

Evaluation

Sep 25, 2020

Nov 10, 2020

Advanced Web Application Firewall, VE-1G (PTJVEAJ-MUSTHAP)
o Rate Shaping
o SSL,VE
o Max Compression, VE
o Exclusive Version, v13.1.X - 18.X

IP Intelligence, 3Yr, VE-1G/VE-3G/VE-5G(Subscription) (YXHJYOC-GTMTTFF)
o Subscription expires after Nov 10, 2020

Threat C. i 3¥r, VE-1G(S (QCBHGIM-ZGBAJSG)
o Subscription expires after Nov 10, 2020

Advanced Firewall Manager, VE-1G

Advanced Policy Manager, VE, 1Gbps

Advanced Protocols, VE

Anti-Bot Mobile, VE 1 Gbps

APM, Base, VE (50 CCU / 200 AS)

App Mode (TMSH Only, No Root/Bash)

BIG-IP VE, Multicast Routing

External Interface and Network HSM, VE

IP Intelligence. 1Yr, VE-1G/VE-3G/VE-5G

LTM, ADD-VE, 1G

Routing Bundle, VE

Secure Web Gateway, VE-25M-1G, 500 Sessions, 1Yr
Secure Web Gateway, VE-25M-1G, 500 Sessions, 3Yr
Threat Campaigns, 1¥r, VE-1G

URL Filtering, VE-26M-1G, 500 Sessions, 1Yr

URL Filtering, VE-25M-1G, 500 Sessions, 3Yr

VE §SL Compression Offload, Low

020 00000
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5.00000000000000 Application Security(ASM) DO 0000 ONexr 000D 0OO00O0ODOO

: ::“:: (ACTIVE) ry The chart Is now showing the minimum resources required for the selected modules
ndalone i

| Provisioning Warning Click Revert to again show the current resource allocation

Setup Utillty » Resource Provisioning

(%) setup utility
Modified R {prior to
Intraduction
cad
License
Disk (35GB) Unallocated |
Resource Provisioning
M 7.7GB Unallocated
Device Certificates LI ) ‘
Pratiomn ekl Provisioning | License Status Required Disk (GB) | Required Memory (M8}
Network [l Management (MGMT) NiA 0 1260
Redund: N
undaney [ ] Local Traffic (LTM) [INene 2. Unlicensed 0 1856
VLANs —
TR [] Application Security (ASM) BNominal  ~] £ Licensed 20 1492 l
DNS Wl Fraud Protection Service (FPS) [INone g Licensed 12 544
ConfigSync [ Global Traflic (DNS) CINene ¥ Unlicensed 0 148
Failover I Link Controller (LC) [ None ¥4 Unlicensed 0 148
Mirroring =
[ Access Policy (APM) U None Limited mode available without a license 12 494
Active/Standby Pair
Discover Peer W Application Visibility and Reporting (AVR) [None £ Licensed 16 576
M Policy Enforcement (PEM) OINone ¥4 Unlicensed 16 1223
[ Advanced Firewall (AFM) CNone =4 Unlicensed 18 1058
I Application Acosleration Manager (AAM) Cnone £ Unlicensed 32 2050
[l Secure Web Gateway (SWG) Cnone “4 Unlicansed 24 4096
[ iRules Language Extensions (iRulesLX) CInene "y Licensed 0 748
Il URLDB Minimal (URLDB) CINone =1 Unlicensed 36 2048
[l SSL Orchestrator (SSLO) CINone =1 Unlicensed 0 128
[l Carrier Grade NAT (CGNAT) CINone =4 Unlicansed 16 336

6. 0000000000000000000O0000000O0CCoentinue0 000000000

21. AWAFOOODOO 9



AWAFv171 000000000

BIG-IP system configuration has changed
Fri Sep 25 2020 20:45:56

The configuration for this device has been updated. Consequently, the features and functionality previously
available on the BIG-IP system might have changed.

Elapsed Time: 49 seconds

«" Please wait while the configuration changes are verified.
The BIG-IP Configuration utility will be updated momentarily.

« Configuration changes have been verified
You may now continue using the BIG-IP Configuration utility.

7.00000000C00C000NextO0O0OOOOCOODOO

| ONLINE (ACTIVE)
| standalene

Setup Utility » Device Certificates

Setup Utility
Introduction
License
Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANS
NTP
DNS
ConfigSync
Failover
Mirraring
Active/Standby Pair

Discover Peer

General Properties

Name server.crt

Certificate Subject(s) localhost.localdomain, MyCompany

Certificate Properties

Public Key Type RSA

Public Key Size 2048 bits

Expires Sep 23 2030 02:12:02 PDT

Version 3

Serial Number 85:9f:00:84.03:d7:a5:96

Fingerprint SHA256/B7:FC:C0:16:77:04:50:51:9C62:5F:B0:0E:B8:B5:89:97:F5:BA:55:1C:C1:FA:B4:CD:6A:41:D5:F4AT:CD:26

Common Name: localhost.localdomain
Organization: MyCompany

n Division: MyOrg
Subject
Hoje Locality: Seattle
State Or Province: WA
Country: =
Issuer Self
Email rooti@localhost.localdomain

Subject Alternative Name

10

020 00000
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8. Host Name [ [ big80.f5jp.local 0 0 0 O 0 Time Zone 0 Japan 0 0 0 0 0 Root Account 0 0 0 0 00O
ilovefSO0000ONext 000000000 FSO00000000000O0O0O0O0O0O0O0O0O0O0O0OO0O0O
gooooobooobooooom

= :':LI:T UIVE) Activation Complete
indalone
. Configure your platform.

| Hep | m Setup Utility » Platform
Satup Utility

General Properties

Introduction
Management Config IPV4 ® Automatic (DHCP) O Manual
License
Management Config IPVE @® automatic (DHCP) O Manual
Resource Provisioning
I Host Name I big80.f5jp.local II
Device Certificates
Host IP Address [Use Management Port IP Address +|
Platform
.
Network Time Zone [Japan v
Redundancy User Administration
VLANSs [ Disahlalogin
NTP Root Account Password: [ eseeeee
ONS Confirm: [ ssseees
ConfigSync SSH Access Enabled
Failover SSH IP Allow * All Addresses v
o s ]
Back
Active/Standby Pair

Discover Peer

9. Finished 0000000000

21. AWAFOOODOO 11
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] ONLINE (ACTIVE)
Il standalone

Setup Utility » Network

Setup Utility

Standard Network Configuration

Introduction Create a standard network configuration by configuring these features:
License
« Redundancy
Resource Provisioning + VLANs
« NTP
Device Certificates « DNS
+ Config Sync
Platform «+ Fallover
« Mirroring
Network + Peer Device Discovery (for Redundant Configurations)
Redundancy
Vs
NTP
DNS Al d Network Config
Create advanced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility.
ConfigSync
Failover
Mirroring

Active/Standby Pair

Discover Peer

10. External VLAN OO OO0 O 0O O O Network >> VLANs : VLAN List 0 0O Create 000000000
Name 0 external 0 0 0 O 0O Interface 0 1.1(Untagged) O 0 0 00O Finished D0 00000000

12 020 00000
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| ONLINE (ACTIVE)

Network » WLANs : VLAN List » New VLAN...

@ Device Management
mntarfbca: 12w
‘ Shared Objects Tagging:
.
o s s i
.@ Network
Interfaces
Edit || Delete
Routes
Self IPs Confi Basic
Packst Filters SETENETES O
Quick Configuration L
Trunks
sFlow
Tunnels Polling Interval Defaull_ v
Route Domains
Sampling Rate Defaull v
VILANs
Service Policies (Cancer | Repeat | Finshed ||

11. Internal VLAN O 0O 00 0O 0O O O O Network >> VLANs : VLAN List 0 0O Create 0000000000
Name 0 internal 0 0 O O 0O Interface 0 1.2(Untagged) 0 0 0 00 Finished D0 00000000

21. AWAFOOODOO 13
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| ONLINE (ACTIVE)

rnmrfm: i
‘ S hiac Tagging: | Untagged
- Add
U Interfaces 1.2 (untagged)
£2) Network
Interfaces
Edit || Delete
Routes L
Self IPs Configuration: (Basic |
Packet Filtars Source Check. O
Quick Configuration MTU 1500
Trunks
sFlow
Tunnels
Poling Interval
Route Domai
ki Samping Fato
VLANS
Senvice Policies Repeat || Finished

12. 00000000000

| ONLINE (ACTIVE)
5 | standalone

Main elp out Network » VLANs : VLAN List

—l statistics 2% ~ | VLAN List VLAN Groups
i 1Apps
f |[search Create...
) Local Traffc V][« Name - Application |+ Tag | Untagged Interfaces Tagged Interfaces | = Pariiion / Path
[J external 4094 11 Common
Acceleration .
[J internal 4093 1.2 Common
% Device Management Delete...

13. External SelflP 0 0 0 0 0O O 0O O O Network >> Self IP List 00 0 O Create 0 0 0 0 0 0O 0 0O O O Name
O external-selfip 0 0O O 0O O IP Address (0 10.1.10.80 O Netmask [0 255.255.255. 0 O VLAN/Tunnel O

14

020 00000



AWAFv171 000000000

external 0 O O O O Port Lockdown 0O Allow None O O 0O 0O 0 Finished D00 0000000

]| ONLINE {ACTIVE)
I Standalone
-

Main [& Abon Network » Self IP2 » Naw Self IP...
/v Statistics
Cenfiguration
s A
PPe Name | external-seifip |
(3] Local Traffic IP Address [0.110:80
(73%) Acoeleration Netmask ((255.266.256.0 ]
VLN Tumel
g Device Management
Port Lockdown [ Allow None ~|
‘. Shared Objects SR ([Cinherit traffic group from current partition / path
5 [ traffic-group-local-only {non-floating) v|
O Security
Service Policy
@ Hetvol Cancel || Repeat iI

14. Internal SelfIP O 0O 00 0 0 O O O Network >> Self IP List 0 0 O Create 1 D 00 00O OO O O Name O
internal-selfip O O O O OIP Address O 10.1.20.80 CNetmask O 255.255.255. 0 OVLAN/Tunnel O internal
00 00 0 Port Lockdown 0O Allow Default 0 0 0 0O 0 Finished 000000000

Network » SelfIPs » New Self IP.

Configuration
@ RAEES Name | internal-selip |
(759 Local Traffic IP Address [10.12080 ]
(7%) Accslerstion Netmask [255.255.255.0 ]
VLAN  Tunnel
=] Device Management
Port Lockdown | Allow Default v|
‘_ Shared Objects Traffic Group [ Inherit traffic group from current partition / path
. \ traffic-group-local-only (non-floating) vl
Secu
U i | Senvice Policy
&) Notwork Gancel | [ Repeat

15. 00000000000

21. AWAFOOODOO 15
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|| ONLINE (ACTIVE)
s |l Standalone
|

Main 2 Abo Network » Self IPs

/o Statistics # + SelfIP List

@ iApps

i ) [Search
@ Local Traffic m le Application | - P Address | < Netmask & VLAN/Tunnel < Traffic Group = Partition / Path
[ external-selfip 10.1.10.80 255.255.255.0 external traffic-group-local-only Common
@ Acceleration . .
O internal-selip 10.1.20.80  255.255.255.0 internal traffic-group-local-only Cemmon
% Device Management Delete...

16. Default Gateway 0 0 O 0 0 0O O O O Network >> Routes 0 0 DAdd D0 0000000 O0OName DO OO0

0000 O ODestination , Netmask 00 0.0.0.0 O 0 O O 0 Gateway Address 0 10.1.10.1 O O O O O Finished
oooooooooo

| ONLINE (ACTIVE)

Network » Routes » New Route

@ Cd Name | Default-gw |
() Local Traffic Description [ |
@ o Destination [0.0.00 ]
Sevice Mansgoment Netmask [0.0.00 ]
Resource

Y. Shared Objocts Gateway Address [IP Address v|[Fo110.1
O Security MTU |

) Network

17 WEBOOOOODOOOOOOOOOoOoOoOOomOoooooooooogoopsooooogooooooo
OOSelflPOO0O0OCCCOOOOODOOOOO

16 020 00000
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|| ONLINE (ACTIVE)
| standalone
-

Network » Routes »

New Route...

(5 iapps

G4 Local Traffic

(7 4) Acceleration

£=) Device Management
® oo
() Securty

£2) Network

18. 00000000000

]| ONLINE {ACTIVE)
| standalone
L

/o Statistics

[ 1apps

[F) Local Trafiic

() Acceleration

I Gateway Address

MTU

I Servers-Route

[10.1.100.0

| 255.255.255.0

[Use Gateway.. v

[IP Address

~|[10.1:20.1 ]

I

Network » Routes

#% » Route List

v+ Name |+ Appiication | + Destination | + Netmask | Route Domain Resource Type | Resource | + Partiion  Path
[ Default-GW Default IPv4 Partition Default Route Domain  Gateway 10.1.10.1 Common
Delete...

19. DNSOO OO OOODO O System >> Configuration : Device: DNSO OO D O0O0OO0OFSO00000OO00O0O

gooooo1o.l120o0oo0000O

21. AWAFOOODOO
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System » Configuratio

#s -~ Device

Properties
Address: |
_Add ]
10.1.12
DNS Lookup Server List
Delete
BIND Forwarder Server List
(Deiets |
Address: |
localhost
DNS Search Domain List
Edit_|[ Delete |[Up| [Down
DNS Cache m]
IP Version IPvd v
Update

20. NTPO OO DOOOOO O System >> Configuration : Device : NTP OO ONTP OO OO O Update 0 00 O
000000 0000000000000 NICTO NTPOOOOODOO

System » Configuration : Device : NTP

Device ~ | OVSDB

o~

Properties
ddress: | ntp.nict.jp
Add
ntp.nict.jp
Time Server List

18
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214 O0O0ODOWEBOOOOOO

1. Virtual Server O O O O O O O Local Traffic >> Virtual Servers : Virtual Server List 0 O O Create O O 0O O
ooooo

| ONLINE (ACTIVE)
fs | Standalone
(9

Local Traffic » Virtual Se:

# » Virtual Server List

= i =
@Lﬂﬂ!l‘l}uﬂl: 'thi'm ieDmrlpﬂon * Application  + Destination ‘WPoﬂiew| i‘PanNonIPsm
Network Map No records to display. Resources
Virtual Servers Disable
Policies

2. Name 00O O0O0O0O0ODOO O Destination Address/Mask 0O 10.1.10.1800 Service Port 0 44300000
HTTP Profile (Client) 0 0 HTTP O O O O SSL Pofile(Client) 0 O clientssl J OO0 000

21. AWAFOOODOO 19
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| ONLINE (ACTIVE)
5 | standalone

Main m M Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

/v statistics
General Properties
i
@ R Name | DVWA_HTTPS_VIP | ]
Qﬂj Local Traffic Description |
[Standard v
Network Map Type Standard v
Virtual Servers e ® Host O Address List ‘
Policies
5 . ® Host O Address List
d
Frofiles [10.1.10.180 |
Clphers R ®port O Port List
Rules
Pools Notify Status to Virtual Address
Nodes State [Enabled w|
Monitors Configuration:
Traffic Class Protocol TCP v
Address Translation Protocol Profile (Client) tcp v
Prolocol Profile (Server)
(%) Acceleration HTTP Profile (Client) hitp ~
HTTP Profile (Server) Use Client Profile) v
% Device Management
HTTP Proxy Connect Profile
‘_ Shared Objects FTP Profile None v
_ PPTP Profile
U Security
Selected Available
Q Q
@ L e ICommon fCommon
clientssl clientssl-insecure-compatible
System SSL Profile (Client) clientssl-quic
clientssl-secure
cryplo-server-default-clientssl
splitsession-default-clientssl
wom-default-clientss|

3. Source Address Translation 0 0 0 Automap 0 0 00000

OTIVILEG F UG | None ¥]
SMTP Profile None W
VLAN and Tunnel Traffic [All VLANs and Tunnels v |

Source Address Translation Auto Map v

Content Rewrite
Rewrite Profile [None v

4. Default Pool D OO0+ 0000000000

20 020 00000
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Default Pool

|
| Default Persistence Profile

Fallback Persistence Profile

.
‘
‘

S5.Pool000000OOName 0 000000 OOOO OO Health Monitors U 0 gateway_icmp O 0 0 0O
New Members 0 0 WEB O O O O Address : 10.1.20.202, Service Port : 80 0O 0000 Add 00 DDODOO0O
Finished D00 ODOOOO

I ‘ONLINE (ACTIVE)
| standalone

f5

[
b Statistics

@ iApps

B Local Traffic
Network Map
Virtual Servers

Policies
Profiles
Ciphers
iRules
Poals
Nodes
Monitors
Traffic Class

Address Translation
(L 24) Acceleration

g Device Management

W Shared Objects

Local Traffic » Pools : Pool List » New Pool...

Configuration:

I Name | ovwa_HTTP Pool |
Description |
Active Available
mn_' /Common
. gateway_icmp << http
Health Monitors - http2
(2] | http2_head_f5
http_head_f5
Resources
Load Balancing Method [Round Rebin v
Priority Group Activation Disabled e
® New Node O New FQDN Node
Node Name: | {Optional)
Address: | 10.1.20.202 ]
Service F‘orlr B0 HTTP v
New Members
Node Name | Address/FQDN ‘ Service Port ‘ Auto Populate ‘ Priority
10.1.20.202  10.1.20.202 80 0
Edit || Delete

6. Default Pool 0 Pool 000000000 O0ODOOFinished DDOOOODOODO

Default Pool

‘ Default Persistence Profile
| Fallback Persistence Profile

+)

[DVWA _HTTP Pool v | ‘
\
|

[ Cancel | [ Repeat || Finished ]I

21. AWAFOOODOO
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7. Windows 0 000000000 O https://10.1.10.180/DVWA/login.php O 0 0 0 O 0O O O O Username: ad-
min[J Password: password 000000000

D Login = Damn Vulnerable Web 4, X+
< C A Notsecure | 10.1.10.180/DVWA/login.php x O
@ ovwa

vip

[Login |

8. DVWA Security 0 000 00O Security Level 0 Low D0 00000

22 020 00000
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AWAFv171 000000000

m DVWA Security : Damn Vulnerab X +
& C A Notsecure | 10.1.10.180/DVWA/security.php# e 9 :

DVWA_VIP

Home |  DVWA Security »

Instructions |
Setup / Reset DB | Security Level
Security level is currently: low.
Brute Force | . ) . . } . .
You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
Command Injection | level of DVWA:
CSRF | 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
= o Rt | as an example of how web application vulnerabilities manifest through bad coding practices and to serve
oolLe bt as a platform to teach or learn basic exploitation techniques.
File Upload | 2. Medium - This sglting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
Insecure CAPTCHA | exploitation techniques.
3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection | practices to attempt to secure the code. The vulnerability may not allow the same extent of the
— = exploitation, similar in various Capture The Flags (CTFs) competitions.
SQL Injection (Blind) | 4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
Weak Session IDs | source code to the secure source code.
Prior to DVWA v1.9, this level was known as ‘high’.
XSS (DOM) |
submit | |
XSS (Reflected) | I o ([Submi |
XSS (Stored) |
CSP Bypass | PHPIDS
JavaScript | v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious code. It is used in
DVWA to serve as a live example of how Web Application Firewalls (WWAFs) can help improve security and in
PHP Info some cases how WAFs can be circumvented
About You can enable PHPIDS across this site for the duration of your session. -

9. SQL Injection 0 D OO0 OOUserIDO 'or1=1#00000SQLO0O0O0O0O0OOOO0O0OOODOWD
oooooooboooooooooooooooooo0oo0ooo0ooo0ooo0ooo0oo0oo0o00o00)

21. AWAFOOOOO 23
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10. SQLOOO0O0O00O0000000O0OUserIDOOOOOOCOOCOCOOOOODOO

&

C A Notsecure

DVWA_VIP

10.1.10.180/DVWA/vulnerabilities/sqlif

Vulnerability: SQL Injection

Home I

Instructions |

Setup / Reset DB | lUser ID:[or1=14 J|_Submit \I
Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

More Information

24
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<« C A Notsecure | 10.1.10.180/DVWA/vulnerabilities/sqli/?id=%27 +or+1%3D1+%23&Submit=Submit# b+ e
DVWA_VIP

Vulnerability: SQL Injection

Home ‘
Instructions ‘
Setup / Reset DB ‘ User ID: |

|| Submit |

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

sQL Injection (Blind)

Surname: admin

ID: " or 1=1 #
First name: Gordon
Surname: Brown

ID: ' or 1=1 #
First name: Hack
Surnames: Me

ID: " or 1=1 #

First name: Pablo
Surname:

Weak Session IDs . 1ot s
1D: or =1

XSS (DOM) First name: Bob
Surname: Smith

XSS (Reflected)

XSS (Stored)

CSP Bypass More Information

JavaScript

2.1.5 Guided configuration OO0 WAFO OO OO OO

1. Security >> Guided Configuration 0 0 O O O O Guided Configuration 1 D 0 0 OO 000 0O 0O O M Guided
Configuration 0 0 0000000 O0ODOOOOMM

21. AWAFOOOOO 25
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|| ONLINE (ACTIVE)}
|| standalone
(.

Security » Guided Configuration

-
Statistics I 6.0 @ Upgrade Guided Configuration I
i 'Apps
‘Web Application API Security Mobile Protection
@ Local Traffic Protection

= B 8 0

Device Management

Coming Soan!

N Shared Objects

£ seeur
U i Configurations

Guided Configuration et Filter Configurations by Name...

Application Securily Status Name = Type
Protocol Security
Network Firewall
DoS Protection
Bol Defense
Cloud Services
Ewvent Logs
Reporting

Opfions

£3) Network
System

2. MyF5 [0 Download 0 0 0 0000000 Guided Configuration 00 0 000000000000 OOOO

MyFs0000000000000000000000000D0O0O0DOO00O0O0O0O00000FS0000
0000000000000 000000000000000WindowsClientJOOOOOO0OO0OOO0OOO
oooooooooooboooomooooooobooobooobooooooooobooobOoOooooDo
70000000M™
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https://my.f5.com/manage/s/downloads

AWAFv171 000000000

Downloods
Select a product family
Graup
BIG-IP W
Tell us more about your product
Product Line Product Version
Guided Configuration v 100
Select o product container
Name T) Type TL Date T} Description T}
® Guided_Configuration Release Mar 15,2023 Guided_Configuration
Select a download file
Filo Nama ), Description Size
( S-lappsix-age-usecase-pack-10.0-0.0.1636 tar.gz ) Access and Advanced WAF Guided Configuration 10.0 1o MB
5-iappsix-age-usecase-pack-10.0-0.01636 targz mds MD5 file for Access and Advanced WAF Guided Configuration 10.0 82 Bytes
relnote-guided-config-10-0.html Guided Cenfiguration 10.0 release note BEKB
relncte-guided-config-10-0.html.md5 Guided Cenfiguration 10,0 release note 66 Bytes

| ONLINE (ACTIVE)

3.AWAFOOOUOOOOOOOOOO Upgrade Guided Configuration D 0 0000000000 COOO
Guided Configuration 0 0 0 0 Oxxx.tar.gzO OO0 0000 000000000000

Standalone

G Local Traffic

Acceleration

Device Managemant

g Shared Objects

Q Saecurity

Overview
Guided Configuration
Application Security
Protocal Security

Network Firewall

Security » Guided Configuration

x

Upgrade Guided Configuration
To begin installation you have to download a use case packi(.tar.gz) file from
downloads.15.com(Guided Configuration). Once downloaded you can upload the use

case pack below.

Import Guided Configuration Use Case Pack

No file has been chosen
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4. 0000000000000000000O0

ONLINE (ACTIVE)
s | Standalone
L

7 Local Traffic

(%) Acceleration

g Device Management

‘ Shared Objects

D Security

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
Do$S Protection

Bot Defense

ity » Guided Configuration

Upgrade Guided Configuration
To begin installation you have to download a use case pack(.tar.gz) file from
downloads.f5.com(Guided Configuration). Once downloaded you can upload the use
case pack below.

Uploading file to the server

Import Guided Configuration Use Case Pack

Upload and Install

5. 0000000000000 Centinue00000O0ODOOO
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|| ONLINE (ACTIVE)
Standalone

@ Acceleration

g Device Management

‘ Shared Objects

O Security

Overview
Guided Configuration
Application Security
Prolocol Securily
Network Firewall
Do§ Protection
Bot Defense

Cloud Services

Event Logs

Reporting

Options

£5) Network
System

Security » Guided Configuration

x

Upgrade Guided Configuration
To begin installation you have to download a use case pack(targz) file from
downloads.f5.com{Guided Configuration). Once downloaded you can upload the use
case pack below.

Last Installation Time : 10/01/2020 8:26PM
@ Guided Configuration update is complete.
Guided Configuration Framework Installation...
fo-iappsix-access-framework-1.5.0-0.0.1481.noarch.rpm
Guided Configuration Use Case installation progress...
fo-iappsix-access-aad-apps-1.0.0-0.0.1481 noarch.rpm
fo-iappsix-access-adfs-2.53.0-0.0.1481.noarch.rpm
f5-iappsix-access-api-protection-1.4.0-0.0.1481.noarch.rpm
f5-iappsix-access-datasafe-1.2.0-0.0.1481.noarch.rpm
f5-iappsix-access-exchange-2.2.0-0.0.1481.noarch.rpm
f5-lappsix-access-oauth-auth-server-4.2.0-0.0.1481.noarch.rpm

fRaiannelvearrace.nanthecliantare.d 2 NN N 1ARY nnarch rmm

@

IPPEEEO

Import Guided Configuration Use Case Pack

Choose File  No file has been chosen

Upload and Install

6. Guided Configuration 000 0000000000000 0O0O0OOOO0OOOO

GHLINE (ACTIVE)
q Standalone:
LS

/e Statistcs

[} 1ae0s

@ DNS.

G Local Trame.

(%) Acceleration

£ Device Management

.hsmmom

() securty

Owarview

Guided Configuration

Web Application AP Security Dos Protection Bot Protection
Protection Protection

L &

Configurations

Yersion: 10.0J9 Upgrade Guided Configuration

Mobile Protection

o 0

Coming Soon!

Filter Configurations by Name

Status Name = Type
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7. Web Application Protection [ Web Application Protection 0 0 0 0 00O

f5

Standalane

(34 Local Tratfic
() Acseloration

=3 Device Management
W Sharad Objects.

U s

Overview
Guided Configuration
Application Security
Protocol Security
Natwork Firewall
DoS Protection
Bot Defense

Cloud Services

Event Logs

Reporiing

ONLINE (ACTIVE)

Securlty » G

AP| Security

Web Application
Protection Protection

Web Application Protection

Bot Protection

Version: 7.00 U

Moabile Protection

Web Application Comprehensive Protection

Configure Application Comgrehensive Pratection
Conliguraticn using Virual Server

‘Web Application Protection

Configure Application Protection Configuration using Virtual
ver

Traffic Security Policy

Configure rules to protect trafiic by different ASM policies
based on malching condiions

Configurations

Impart

Filter Gonfigurations by Name

8. DNS,NTP,Routing 000 OK OO OOODOOOOODOOONexx 00ODODO0OOOODO

@ Acceleration
5 pevice Management
‘, Shared Objects

() security

Owerview
Guided Configuration
Application Security
Protocol Securty
Network Firewall
DoS Protection
Eot Defense

Event Logs

Reporting

Options
@ Distributed Cloud Services
S5 Wetwork

[£¥) system

Web Application Pretection

This guided configuration will allow you to quickly set up the BIG-IP Advanced Web Application Firewall (AWAF) to protect your

application

Configuration Example

Web Application Protection

Fownsp

1. Valid user tries to access a web application
2. Bad actor tries to attack a web application.

3. AWAF is able to distinguish between valid users and bad actors, letting only the valid user through.

Configuring the solution using the below steps will create the required objects:

U Security Policy
Provide Web Application Security Policy properties

G Virtual Server

Provide the IP address and port for the network traffic and select a client-side SSL profile.

f:'i Pool

Configure a pool and pool members for load balancing ne!

Cancel

k traffic.

Required Configuration

Before you start this guided configuration, make sure
that DNS. NTP and Routes are configured.

© DNs configured

@ NTP Configured

@ Route Configured

2021 OWASP Top 10 Application Security

Risks

" Broken Access Control Details »
" Cryptographic Failures Details »
«* Injection Details »
« Insecure Design Details »
" Security Misconfiguration Details »
«* Vulnerable and Quidated Co...  Details »
~ Identification and Authentica... ~ Details »
«" Software and Data Integrity F...  Details »
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9. 00O Show Advanced Setting 0 0 0 0 O O OSecurity Policy Name 0 0 0 0 0 O O O O O U Enforcement
Mode O O Transparent [ O O O O type of policy to protect application O [0 00 Generic 0 O 0O O O Server
Technologies 1 0 U 00D 000000000000 0OO0OOODOOFS00000OOOOOOApache,
MySQL,PHP OO OOONext 000000000

Security » Guided Configuration

Weh Application Protection Configuration _

o R, O—

Security Policy Virtual Server Summary

Hide Advanced Setting

Web Application Security Policy Properties

Security Policy Name

DVWA_policy ]

i

Select Enforcement Mode @
@® Transparent | O Blocking
Select type of policy to protect application @
O Application Specific
Application Language @
Unicode {utf-8) v

Server Technologies @

Available Selected

Filter N Apache/NCSA HTTP Server
aAngu[arJS @ ‘i\ MySQL
@ Apache Struts PHP
/& Apache Tomeat

O Trust XFF Headers @

Cancel Save Draft ‘ Save & Next |

10. 00O Virtual Server 0 000000000 OOOO Assign Policy to Virtual Server(s) D 00000000
Use Existing 0 000000000 Virtul Server 0000 0000Save ] Next 000000000

21. AWAFOOODOO 31



AWAFv171 000000000

Security » Guided Configuration

Web Application Protection Configuration :DVWA_policy ([ ISTBERIOERD

Virtual Server Summary

Security Policy
&

Virtual Server Properties

[ Assign Policy to Virtual Server(s)

Virtual Server
O Create New | @® Use Existing

Assign Virtual Servers

Selected

[ /Common/DVWA_HTTPS_VIP ]

Available

Filter

No available items @

Cancel Save Draft Back Save & Next |

11. 0000000ODeploy0 00000000
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Security » Guided Configuration

Web Application Protection Configuration :DVWA

Sacurity Policy Virtual Server Summary
b

Your application is ready to be deployed.

The application is correctly configured, and ready to be deployed. Review the summary. You can click # on any step to make changes.

Summary
U Security Policy ~ ,
Security Policy Name DVWA,_policy
Type of policy to Generic

protect application
Enforcement Mode Transparent
Application Language Unicode (utf-8)

Server Technologies N Apache/NCSA HTTP Server, T, MySQL, @mPHP

Trust XFF Headers Disabled

@ \Virtual Server » 4

Cancel Save Draft Back

12. 0000 WAFO OO OOO Logging Profile 1 0 0 0 O O O O O Security >> Overview:Summary 0 0 00O
0000 Virtual Server 0 0 O O O Attach O Logging Profile 1 000000

| ONLINE (ACTIVE]
f; jeat
& | Live Updates Available

Security » Overview : Summary

:P Statistics &~ Summary Analytics Application * | Protocol oS ) pliance Dashboard
C8 voee Lm e © socking O Tansporem: @ Dialed 7 cetaches
(3 Local Tratfic Dos Prafile
-- nd Cr t
3 Acceleration Bot Defense Prafile S Protection Bot Defense — Application Security Learn Mare ompact m
— Security Policy bfies and policies 1 Entry
Device Management
Logging Profile ] Dos Protection Bot Defense Application Security 7
‘ Shared Objects
. DVWA_HTTPS VIP © © Q) DVWA_policy
\\) Security
Overview
Guided Configuration

13. Logillegal requests 1 0 00 OA#tach 000D OO0D0O0O0O
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iApps O
£ v O o o e - ©oocing O Tompwee D Dasled ) Daachug

Choose a Logging Profile to attach to the selected virtual serv ..
(73 Pocelrstion { ovwaHTeS pplication Security Learn More compect [ETEH

| @ Anew Logging Profile will be added to the existent one(s)

) 1 Entry
§ Device Management 1 a

| ! Bot Defense '/ Application Security
‘ Shared Objects |  Logall requests

- | [ Log legal requests O DVWA_policy
) secumy

locak-bot-defense

Overview

locak-dos
Guided C: i

Aapicaton Securty o
Protocol Security

Network Firewall

14. Local Traffic >> Virtual Servers:Virtual Server List 0 0 0 0 0 O O Virtul Server 0 O O O O Security O
OO Policies 0 O O O O O O Application Security Policy 0 0 LogProfile 0 0D 000000000000
ooooooo

]| ONLINE (ACTIVE)
|l standalone

[ Live Updates Available

Main h Local Traffic » Virtual Servers : Virtual Server List » DVWA_HTTPS_VIP

- - e . - | Statistics
/. JSRE & - | Properties Resources Security tatistic:

[l iavps

Palicy Settings
G5 Local Traffic Destination 10.1.10.180:443
Service HTTPS
Network Map
Application Security Policy | Enabled... v| Palicy: [ DVWA _policy v \]
Virtual Servers
rvice Poli -
Policies R HNono
Profiles IP Intelligence Disabled v
Ciphers DaS Protection Profile Disabled
iRules Bot Defense Profile Disabled
Pools gggllgle:on Cloud Security Disabled v
Nodes
Enabled . v
Monitors Selected Available
/i {Common
Traffic Class
Log Profile Log illegal requests| Log all requests
Address Translation global-network
local-bot-defense
local-dos
@ Acceleration —_

15.00000000000000000000000000000D000CJ Security >> Application Security
: Policy Building : Learning and Blocking Settings 1 0 0 000000000000 OOCOOOOO
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O O Failed to convert character (1 OFF 0 0 0 0O 0O O O OData Guard:Information Leakage Detected [ [
000000000000 OFFOOOSave 00 O0OOOOOO

| ONUINE (ACTIVE)

Learning and Blocking Setting

(7 34) Accelration
=) Device Management

W Shared Objects

() securiy

Overview
Guided Configuration
Application Security
Protocol Securty
Network Firewail
DoS Protection
Bot Defense

Event Logs

Regerting

Options

P Policy Building Settings | Search in Policy Building Seftings Note: Click Save lo retain any changes you made on this screen. | Blocking Settings... .

¥ Antivinus

¥ Attack Signatures
¥ CSRF Protection
¥ Content Profiles
# Cookies

[E]
w Data Guard =

» Evasion lechnique detected + (0 cut of 12 subvIOIAlions ane anabled) Learn [ Alarm Block
¥ File Types [E]
w* General Setings
rem—ptarm——
[m]
=
m] DO [m] =
1] 0 [m]

16. Apply Policy 0000000000000 00000

J DVWA _palicy
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216 O0O0O0O0OOOOO

1. Security >> Application Security : Policy Building : Learning and Blocking Settings 0 0 0 O O O Attack
Signatures 00 00 0 0 0O O Enable Signature Staging 0 0 0 0 0000000000000 0O00OO

| OMLINE (ACTIVE)
f5 i

silding : L

g Leamingand Blocking Settings

IApps S
@ Q pvwa_policy ~ {8 | LearningMode: Manual Apply Policy ‘

¥ Policy Building Settings | Search in Policy Bullding Seiings [Blocking Settings... || Save

() Local Trafhic b Antivius
(73) Acceleration ¥ Attack Signatures
— Dumlom‘gm|wum JWS‘I&WJ
Device Management =
PHP Signatures (High/Medium Accuracy) Change signature properies = | User-defined
‘_ Shared Objects MySQL Signatures (High/Medium Accuracy) Change signature properies = | User-defined
- Apache/NCSA HTTF Server Signatures (HighMedium Accuracy) Change signature properties ¥ | User-defined
Security |
O Generic Detection Signatures (High/Medium Accuracy) Change signature properties | Basic
Overview [change..]

Guided Configuration Auto-Added Signature Accuracy [Medium (also includes signatures with high accuracy) v
Aooieston Securt (g Ensbe Sisnatwre stagng )
ication Securty
il amind Updaled Signature Enforcement | Retain previeus rule enforcement and place updaled rule in staging v

Note: Newly added signatures are always placed in staging regardiess of this sefting.

Protocol Security

etwork Freuial Polental False Posiive Detection
Note: If a signature false-positive is allowed this signature will not biock the request

Dos Protection Apply Respanse Signatures for these File Types
8ot Detense 1 [d)

Event Logs

Reporting

Options

@ pistibuted Cloud Services Delete |

2. Security >> Application Security : Security Policies : Policies List 0 0 0 0 0000000000000
ooooooooooooo

]| ONLINE (ACTIVE)
s | standalone
- | Live Updates Availablo

Hel b Security » Application Security : Security Policies : Pol List

el <iatiatics £ ~  Policies List Palicy Groups Policies Summary | Policy Diff

(o) Create Compare Export - Delete
b 1Apps p p
) Local Traffic V- ‘ 1 Entry
@ Do 1 Policy Name ~ Enforcement Mode Virtual Server(s) OWASP Compliance
Device Management D[ DVWA_policy ] J Transparent DVWA_HTTPS_VIP 0 /10
‘_ Shared Objects
O Security

Overview

Guided Configuration
Application Security

Protocol Security
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3. Attack Signatures ] 0 0 0 0000000000000 00O0O0O0O0O0OOODODOOOOOOOOOOD
OD0000OD StagingOOOOODODOOOOOOOOO

Security » Application Security : Security Policies : Polickes List » DVWA_policy

L Export o Enforcement Mode: (' Transparens | Learning Mode: Manua! Apply Policy

. q ©
B Policy Configuration & 0Signatures reacy 1o beenforced @) 0 Signatures have suggestions m
T 1-200f3080Emries | 1 2 3 4 .. 1% O
General Settings
Signature Name and Tag ~ Signature ID Learn Alarm Block Status
Audit Log
O - srchttp: (Header) v v v
Attack signatures D " src hitp: (Parameter) N o 3
Threat Campaigns 0 @ chenv access v v i
O /fipconfig” access v v \/
IP Intelligence
DO /gt access v v v
1P Address Exceptions
O “idear access > v v
Sessions and Logins O /remote-sync.json” access e < v
Response and Blocking Pages 0 @ rsvni access 4 v 4
O /.vscoder access v v e
0 HTTP Message Protection R
1 @ “/administrator/components/com_comprofilers* access e v v
D Advanced Protection D “/app_dev.php” access v v v a
O “/bb_usage statsiinclude/bb_usage stats.php” access v v e
1) @ “regifcommon.cgi® access N N \/
D “/esifegi-bin/™ access v v e
T @ cFileZilla.xmi” access v v v
O /idx_configr access o v g
[ D _"/msDrsql.php” access i v v >

O0: StagingD OOO0OO0)000000BlockOOODOOOODOOOOOODOOOODOO Manual
Traffic Learning0 000 0000000000000000O0

217 00000000000

OOO0OO0OO0OO0OO0OO0O0EventLogsOOOOOOOOOOO0O0O0O0O0MMOOOOOOOOOOOOODOODODO
ooooooooooom

1. Security >> Event Logs : Logging Profiles 0 0 OCreate 00000000000 DOODODOOOOOApplica-
tion Security 0 0 0 0 0O O Enabled 0 O O O O O O Request type O O [ Illegal requests, and requests that
include staged attack signatures or staged threat campaigns or Potential False Positive signature ... [ [
OO0OCreate00O0OODODODOO
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| ONLINE (ACTIVE)
| Standalone

g Profile...

@ DNS

Security » Event Logs : Logging Profiles »» Create New Log

Logging Profile Properties

Create

.

Profile Name ‘ Log illegal and staging reguesis

Description [

Application Security nabled
[35) Local Traffic Protocol Security [/ Enabled
Network Firewall [Z)Enabled
@ Acceleration
DoS Protection () Enabled
Device Management Bot Defenze [ZJEnabled
‘, Shared Objects Application Security )
O SOCRIT C i Basic hd
‘ Storage Destination | Local Storage |

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
DoS Protection
Bot Defense

Event Logs

Reporting

Options

Storage Filter

‘ Request Type lllegal requests only
Blocked requests only

Cancel l Create ’ ——— =
equests, and reque

Al racacts

2. Security >> Overview : Summary 0 0000000 Virtul Server 000 00000000000 O0OO0

Logging Profile(s) D 000000

| ONLINE (ACTIVE)
| standalona

|| Live Updates Available

ﬂ"i Statistics % ~ Summary Analytics Ap p——

[ Local Traffic DosS Profile(s)

@ Acceleration

Security » Overview : Summary

ompliance | Dashboard

v Blocking v} Transparent @ Disabled  ©) Detached

Compact Detailed

Q, Search virtual servers, pr|  Security Policy(s) 1 Entry

Create h

o Mitigation Flow: D efense — Application Security Learn More

Bot Defense Profile(s)

% Device Management —_—
[ Virtual Server ~ Logging Profile(s) 'n v Bot Defense Application Security

., Shared Objects

U Security

Overview

DVWA_HTTPS VIP ) o O DvwA_policy

= Logillegal requests

Guided Configuration
Application Security

Protacal Security
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3.000DooOooooooooo

]| ONLINE (ACTIVE)
5 | standalone
| Live Updates Available

Security » Overview : Summary

1 . # -~ Summary Analytics Application + | Protocol 7 OWASP Compliance | Dashboard
[l ianps ) ) :
Attach Detach - Create - Q Blocking U Transparent Q] Disabled ' Detached
() Local Traffic Dos Profile
Pr ion — BotDefense — Application Security Learn w1 [« t D
@ Acesloration Bot Defense Prafile S Protectiol t Defense pplication Security Learn More ompact el

Security Policy files and policies 1Entry

Device Management —3
gging Profile I DoS Protection °/ Bot Defense Application Security

W Shared Objects

U Security

Overview

)

DVWA_HTTPS_VIP o © ) DVWA policy

Guided Configuration
Application Security

Protocol Security

4. 00000 Logging Profile(s) 000000000

| ONLINE (ACTIVE)
|| standalone
| Live updates Available

Security » Overview : Summary

# -~  Summary Analytics Application ~ | Protocol OWASP Compliance | Dashboard

/v Statistics

iApps ~
@ b Detach - Create - W Blocking (J Transparent () Disabled ') Detached

() Local Traffic

Choose a Logging Profile to attach to the selected virtual serv..

DVWA_HTTPS_VIP pplication Security Learn More Compact
_| © Anew Logging Profile will be added to the existent one{s)

(¢ 24) Acceleration

1Entry
s ement Q Search logging profile - -
Bot Defense Application Security
‘_ Shared Objects | Logallrequests
~ l Log illegal and staging requests l N O pvwa _policy
lJ Security

Log illegal requests

Overview
local-bot-defense
Guided Configuration

local-dos
Application Security

Presacal Sec“”ly m Cancel

Network Firewall

DoS Protection

Bot Defense
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1. Windows 000000000 OO https://10.1.10.180/DVWA/login.php O 0 0 O O O O O O Username: ad-
min[J Password: password U 0 0 0 0 0 0OSQL Injection D00 O00O0OUserIDO 'or1=1#00000
sQ_LOOO0OOOOo0oOooooooooO@UoOoooOoOoOoUoooooOoOoOOooooooOoooOoDoOOO
0000oo0ooooooooooooon)

&« c A Not secure | 10.1.10.180/DVWA/vulnerabilities/sqli/?id=%27+or+ 1%3D1+%23&Submit=Submit# g e

DVWA_VIP

P \  Vulnerability: SQL Injection
Instructions |
Setup / Reset DB | User ID: | |[ Submit |
ID: ' or 1=1 #
Brute Force First name: admin
Sur e: admin
Command Injection urnam !
ID: ' or 1=1 #
CSRF First name: Gordon
File Inclusion Surname: EBrown
File Upload ID: ' or 1=1 #
First name: Hack
Insecure CAPTCHA Surname: Me

First name: Pablo
Surname: Picasso

SQL Injection (Blind)
Weak Session IDs

|
|
|
|
|
|
| ID: ' or 1=1 #
|
|
|
|
|
|
|

ID: ' or 1=1 #
XSS (DOM) First name: Bob
Surname: Smith
XSS (Reflected)
XSS (Stored)
CSP Bypass More Information
JavaScript .

.

2. Security >> Event Logs : Application : Requests 1 0 O Staged 0 SQLO 00000000 O0OOOOOO
oooooooooo
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| ONLINE (ACTIVE)
| standsione

f5

(73 Acceleration

=) oevice Management

Mg Shared Objects

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewall
Do Protection
Bot Defense

EventLogs

Reporting

Options.
@ pistributed Cloud Services
53 Network
System

Security » EventLogs : Ag

£

Application -

Requests

[HTTPS] /DVWA/vulnerabilities’s...
@ 10.1.10.28

13:37:26 2023-08-25

Order by Date = Newest &

Y-

Delete Export

Accept 3] [

5 mm—

& 1 Triggered Violation

Antack signawure detecred @ (2

Value Type

B Request Details

Parameter Value

Requested URL

Applied Blocking Sectings Staging
Host
Time Detected Keyword DVWA/vulnerabiliti
Submi
Gealocation
Auack Signature SQL-INJ in "id”
Source IP Address
Context Requ

Applied Blocking Settings

Decoded Request  Orig

Staging SeeMare v

GET /D)

Host: 10.1

liZid="or+1=1 HTTP/A.A
10180

Connections keep-alive

Cache-Controt: max-age=0

hrua: “Chromium’;v="116, "Not)Brand "
sec-ch-ua-moble: 20

sec

24", "Google Chrome'

s

hrua-platform; "Windows'
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

Accepr: tex

heml,app

9,image/avi

Sec-Feich-Site: none

Sec-Fetch-Made: navigate

Sec-Fetch-User

Sec-Feich-Dest: document

Accept-Encoding: gzip, deflate, br

Accepr-Language: ja.en-US:q=09,en:q=0.8

Cookie: security=low; PHPSESSID=6rl1vu60nq2unjbom0mhga7ga2; security=impossible

a-03.appic

-C’ @~ | 1Enry
=

Al Decails

v

3. 00 00D Suggestions O Related Suggestions 0 0 0 0 O O 0 0O O TrafficLearning 0 0 O O O Attack sig-

nature detected 0 0 0 O 0 0 O [ Security >> Application Security : Policy Building : Traffic Learning

ooooooom
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|| OMLINE (ACTIVE)
] Standaione

| He I Secunity » Application Security : Policy

1 J Statistics & - TraficLeaming  Leaming an:

iApps .
@ O DvwA_policy - 3 | LearningMode: Manual Apply Policy |
&3 ons

() Local Traffic

rSu estions « Related Suggesti
£ m Delete  Ignore  Export elated Suggesti wa
Acceleration

Amack signature desected
Attack signature detected 150 5
Parameser: <

Traffic Learning

[ | OrderbyScore> Highestd | ¥~ | Applied Filter: Support ID: 15769417085228155136; Violation: Attack signature detected X C | §~ | 2Entries

d Action: Disable the matched
Matched Parameter: *
Matched Attack Signature: 200002835 - SQL-IN] expressions like "OR 1=1" (7) (Parameter) v #

is Parameter o

&3 Device Management

O ® Attack signature detected
Policy Signsture: SQLIN] in “id

'_ ‘Shared Objects.
1 sample request out of 1 that triggered the suggestion en 2023-08-25 14:38:02

U — il Average Request Violation Rating 5.0~ Atleast 1 untrusted sources / O trusted source
Overvie sample Requests « B
verview ! . .
7 | B 1Triggered Violation 5 wwmmmm
Guided Configuration [HTTPS] /DVWA/vulnerabilities/sqli/ 1)

@ 10.1.1028 R
Application Secu

" Amack signature detected @ 2 Oceurrences
Protocol Security

Network Firewall o
etwork Firewal B Request Details = m All Details
DoS Protection

Bot Defense

Requested URL [HTTPS) [DVWAulnerabilicies/sgli
ek Host 10.1.10.180
Repotting
. Time 2023-08-25 14:38:02
plions
Geolocation @na
L9 istributed Cloud Services
Source IP Address 10.1.10.28:62058
£5) Network
Request Status. © Legal
[I¥) sysiem Enforcement Action None
Microservice NrA
Decoded Request  Original Request  Response (M/A)
GET /DVWAAu qlifZid="or+1=1+#&Submit HITPAA
Host 10.1.10.180

Connection: keep-alive

Cache-Control: max-ag

sec-ch-ua mium’v="116", "Not/Brar ", "Google Chrame"v
sec-ch-ua: 0

sec-ch-ua-platform: "Windows™
Upgrade-Insecure-Requess: 1

\ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like !
o Loeoooc eog e

219 0000000000 OOOO

1.0000000000O00O0OEventlogOOOOOOODODOOOOO Security >> Application Security :
Security Policies : Policies List >> DVWA_policy O O O Attack Signatures 0 0 0 0 00 0O O O O Enforce
all Staged Signatures 1 0000000000000 OOOO
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OMNLINE (ACTIVE)
| stsndsione

ol | ou Security » Application Security : Security Policies : Policies List »

(_-d Statistics
| <« Export = | EnforcementMode: () Transparent | Learning Mode: Manual Apply Policy

B

@ ONS
! B Policy Configuration & 0 Signatures reacy w be enforced @) 3 Signatures have suggestions Stage
|@ Local Traffic 7. Enforce all Staged Signature 1234
| General Settings
Acceleration S "
!@ ) signature Name and Tag Signature 1D f Status \
Audit Log N
0O D " srchttp: (Header) 200101559 v v v Staging
Attack Signatures O D " srchttp: (Parameter) v v v Staging
Threat Campaigns O O renv access 200009283 v v e Staging
Overview
DO rfpeonfig” access 200010137 v v Ve Staging
Guided Configuration P Intelligence
Appiication Security O O "/git" access 200010136 v N ~ Staging
Protacol Security IP Address Exceptions
O D@ “ridear access 200010138 v v v Staging
Network Firewall
DoS Protaction Sessions and Logins O D “Lremote-syncjson” access 200010139 v v Staging
Bot Defense ~
Response and Blocking Pages 0 O “rswr access 200010140 v v Staging
Event Logs
Reporting O D@ “rvscoder” access 200010141 v N v Staging
Options O HTTP Message Protection .
- e O @ ‘/administrator/compenents/com_comprofilers” access 200010148 v v v Staging
(9 pistributed Cloud Services A . . .
| . (m) ‘Japp_dev.php" access 200010474 v v v Staginy
| O Advanced Protection O @ “app.devphp e
55 Network ) DO “/bb_usage_stats/include/bb_usage._stats.php™ access 200010149 v v v Staging
[£2] system O O ‘“segifcommon.cgi® access 200010150 vy v vy Staging
O D resifegi-bin” access 200010151 v v v Staging
0 @ “Filezillaxml* access 200010142 v N v Staging
O D “fidx_config access 200010469 v v v Staging
O D@ “/Msorsglphp” access 200010143 v v v Staging
O D “/msd1.24" access 200010152 v v N Staging
O O “/myadmin/” access 200010153 v v v Staging
[ D “/mysql-admin/” access 200010154 v v o N\ Staging hd

2.00000000000000Status O Enforced DO O0000
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ONLINE (ACTIVE)
q Standalone
'®

Click to retun to the

<« Export - Enforcement Mode: () Transparent Leaming Made: Manual Changes details (not applied) ~ ‘
B Policy Configuration & 0 Signatures ready tobeenforced  ©) 3 Signatures have suggestions m Stage Disable
- 1-200f3080Enmries | 12 3 4 .. 15¢ [
General Settings L = -
) signature Name and Tag ~ Signature ID Learn Alarm Block Status
Audit Log =
) D " srchttp: (Header) 200101559 v v v Enforced
Attack signatures O @ " srchttp: (Parameter) 200101558 v e, v Enforced
\:) Security
Threat Campaigns O D "renv” access 200009283 % ~ e enforced
Overview
. . N 7 -
ey s— P belgence ‘ftpeonfig” access 20001013 v v Enforced
Application Security O @ “rgitr access 200010136 J v Enforced
Protocol Security IP Address Exceptions
O D@ “ridear access 200010138 v ‘/ v Enforced
Network Firewall
DoS Protection Sessions and Logins O D@ “rremote-syncjson” access 200010139 v v Enforced
Bot Defense
Response and Blocking Pages O @ /s access 200010140 v ~ v Enforced
Event Logs
Reporting O I "rvscodel” access 200010141 s Vg v Enforced
opti O HTTP Message Protection
phens 8 ) [ “administrator/components/com_comprofiler/” access 200010148 v v - Enforced
Distributed Cloud Services - - -,
@ A ) ‘tapp_dev.php” access 200010474 v e v Enforced
D Advanced Protection O @ vappdevphy ’
£2) Network () [ "/bb_usage_stats/include/bb_usage_stats.php" access 200010149 v N N Enforced
System O D@ “regifcommon.cgi® access 200010150 v v v Enforced
O D@ “resifegi-bins” access 200010151 v v ./ Enforced
“/FileZilla.xml" access 200010142 v o v Enforced
0 D@ “ridx_config” access 200010469 v « o Enforced
O [ "/MsD/ssql.php” access 200010143 v v Enforced
0 @ “/msdi.24" access 200010152 v v -/ Enforced
O @ /myadmin/” access 200010153 v v v Enforced
O B “/mysql-admini” access 200010154 v ~ -/ \_:nforc J-

3. Apply Policy DO O OO0

Security »» Application Security : Security Policies : Policies List

Enforcement Mode: (J Transparent | Learning Mode: Manual Changes details (nor applied) Apply Policy

B Policy Configuration & 0Signatures ready to be enforced @ 3 Signatures have suggestions m Stage Disable

T T =

4. 00 WindowsOOOOOOOO SQLOOOOOOOOOOOOOO
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&« C A Notsecure

DVWA_VIP

10.1.10.180/DVWA/vulnerabilities/sqli/?id=%27 +or+1%3D1 +%238Submit=Submit# w e

Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

Vulnerability: SQL Injection

User ID: | |[ Submit |

ID: ' or 1=1 #
First name: admin
Surname: admin

ID: ' or 1=1 #

First nam ordon
Surname: Brown

ID: ' or 1=1 #
First name: Hack
Surname: Me

ID: ' or 1=1 #

First nam Pablo
Surname: Picasso

ID: ' or 1=1 #
First name: Bob
Surname: Smith

More Information

5. Security >> Event Logs : Application : Requests 0 [0 0 Alarm Learn 0 SQLO 0000000 OOOO

ooooooooooooo
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| ONLINE (ACTIVE)
Rakaes
L

[ statistics 2 Application

[ aves (] | OrderbyDate~ Newes:é | ¥

@ DNS Requests

@Lml'ﬁmfﬁn @ 10.1.1028
14:56:15 2023-08-25
Acceleration

Device Management

(] [HTTPS] /DVWA/Avulnerabilities/s...
@ 0.

4:38:02 2023-08-25

‘ Shared Objects.

() secunty

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewal
Do Protection
Bot Defense

Event Logs

Reporting

Options
(@ pistributed Cloud Services

£3) Network
System

2.1.10 BlockingO O OO Qoo

[HTTPS] /DVWA/vulnerabilities/s...

Delete Export Accept @

B 1Triggered Violation 5 wmmmm

Attack signature deteczed @

C | @~ | 2Enwies

© =

B Request Details

Requested URL

’Cpnned Blocking Settings
Host {

Time { Detected Keyword
Geslocation

Source IP Address 1

Decoded Request  Orig

GET /DVWAAInerabilt iZid="or+1 1 +48: ¢ £ HTTP/L1

Host: 10.1.10.180
Connection: keep-alive
Cache-Control: max-age=0

sec-ch-ua: "Chramium"v="116", "NotA:Brand":v="24", "Google Chrome":v="116"

sec-ch-ua-mobile: 20

sec-ch-ua-placiorm: "Windows"

ol
Basic All Details
Parameter Value 20]
v Alarm Leam ) X
GE DVWA/vulnerabilities/sqlifid=9270r+ 1%3D1+%23 v
&Subr
{ N v
Attack Signature SQLINJin “id" See More v
V-
Context Request
Applied Blocking Settings v Alarm ¥ Leam
2/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36
mage/webp, faprg*/*,9=0.8,2pp! igned- v=b3,0=0.7

c-Fetch-Dest: document
ading: gzip, deflate, br
‘guage: jo,en-US;q=0.9,en:q=0.8

Cookies security=low; PHPSESSID=6rl1vu60ng2unjbomOmhg87g42; security=impossible

I.Blocking 00 ODODUOOOOOOEventlog OODDDO0DO00O0ODOOO0OOODOODOOOAO O Security >>
Application Security : Security Policies : Policies List >> DVWA_policy O O OGeneral Settings 0 0 0 0 O
Enforcement Mode 0 Blocking D 0 O O00Save 0000000000
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| oMUNE ACTVE)
| standalone

Abaut Security » Application Security : Security Policies : Policies List

+ DVWA_policy

e statistics.

T iames

Export v EnforcementMode: (J Transparent

Learning Made: Manusl

Apply Policy

%3 ous

[ Local Trame

B Policy Configuration

Poliey Neme
General Settings
(7%) Acceteration
Device Management Audit Log S
‘_ Shared Objects Attack Signatures
= Policy Type
) security
Threat Campaigns Policy Template
Overview

Guided Configuration P Intelligence Version

Appiication Security

Protocol Security IP Address Exceptions .
Application Language

Network Frewall
Virtual Server

DS Prateclion Sessions and Logins
Bot Defense
Event Logs Response and Blocking Pages Learning and Blocking
Reporting
. Enforcement Made
Options O HTTP Message Protection

Policy Building Learning Mode
(ﬁ Distributed Cloud Services

@Hlﬂlﬂk

[ﬂ]&ym

O Advanced Protection Policy Builder Learning Speed

Enforcement Readiness Period

2. Apply Policy D000 O0O

Security » Application Security : Security Policies : Policies

DVWA_palicy

Pantition / Path: Commoan/DVWA_palicy.app

Rapid Deployment Policy

Security
Rapid Deplayment Policy Learn More

2023-08- 8
Source Host Name: bigh0.f5ip.local
Source Policy Name: /Comman/DVWA_policy.app/DVWA_policy

Unicode (utf-8) @

DVWA_F

s VP

Learning and Blocking Settings '

p—— . TR
7 days @

Export Enforcement Mode: @ Blocking | Learning Mode: Manual

Changes details (not applied) ~

3. 00 Windows OO DO ODOOD SQLOODOOOODOOOOODOOO

e

B ovwa_ vip

C A Notsecure | 10.1.10.180/DVWA/vulnerabilities/sql

i/7id=%27 +or+1%3D1+%23&Submit=Submit#

The requested URL was rejected. Please consult with your administrator.

Your support ID 1s: 11097057515509121288

[Go Back]
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4. Security >> Event Logs : Application : Requests (1 [ (1 Block Alarm Learn [
goboooobooboboooobdg

f5

] ONLINE (ACTIVE)
| Standalone

| vep | Avout |
73 Statistics
@ iApps.
§3 ons
(] Local Traffic
() Acceleration

Device Management

W Shared Objects

(\"} Security

Overview
Guided Configuration
Appiication Securty
Protocol Securiy
Network Firewsil
DuS Protection
Bot Defense

Event Logs

Reporting

Options
(@ Distributed Cloud Services

£3) Network
[£%] System

Security » EventLogs : App

2 - Applcation

SQLOO0DOOOoOoOoooo

~ | Logging Profiles

O | OrderbyDase~ Newessd V-‘

C | @~ | 3Enwies

Requests «
[HTTPS] /DVWA/vulnerabilities/s...
@ 10.1.10.28 A
15:24:15 2023-08-25 5 cmmmm
() [HTTPS] /DVWA/vulnerabilities/s... ®
@ 10.1.102 200
14:56:15 2023-08-25 5 mmmmm
(] [HTTPS]/DVWA/vulnerabilities/s. @

2111 000000000000

Delete Export

B 1Triggered Violation

Astack signature detected @

B Request Details

Requested URL
Host

Time
Geolocation

Source IP Address

Decoded Request

Accept ®

5 mm—

2 Occurrences =

© =

Related Suggestions '

At Detected Parameter

Value Type

Parameter Value

SpRETUMENT

All Details

[ Gpphrd Blocking Settings

« Block Alarm  « Learn

) v

Detected Keyword

Attack Signature
Context

Applied Blocking Settings

orig

2oy DVWANuInerabilities/sqliZid=%270r+ 1%3D1+%23
bmi

SQLIN in

Request

« Block o Alarm v Learn

Sac-Fetch.
Sec-Fetch:

Accep
AcceptLar

 deflate, br
-US;q=0.9,

Cookie: security=low; PHPSESSID=6riTvi

eniq=08

T TP/

oo0o0O0O00000000000000000000000000000Web 0000000000 DD0OO
cooboooooooobooobooooooOooooboOoOobooOooooOoOooOobOoOoOoboboOooboooooon
ooooooooooobooooooooooooooooooooooood

ooooooooood

l.0ooooooOoooOoOooOoOboOoOobOOoOOobObOoObObOOooOooooooo

48

020 00000



AWAFv171 000000000

< C A Notsecure | 10.1.10.180/DVWA/vulnerabilities/xss_s/
DVWA_VIP

o . Vulnerability: Stored Cross Site Scripting (XSS)
Instructio P
:smm; 2 nst o8 } Name * I\AWAF sales | ]
e ese -
: ”AW’AF can prevent ' or 1=1 # “
Message *
Brute Force p
Command Injection | Sign Guestbook || Clear Guestbook |
CSRF
File Inclusion
File Upload Name: test
Message: This is a test comment

Insecure CAPTCHA
SQL Injection More Information

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

CSP Bypass
JavaScript

2. 000000000AWAFODOO0OODODODOOOOODOOO
&« C A Notsecure | 10.1.10.180/DVWA/vulnerabilities/xss_s/
B ovwa_vip
The requested URL was rejected. Please consult with vour administrator.
Your support ID is: 15671431980510085944

[Go Back]

gobooboobbooboobo
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goboobbooboobobooboo

1. Eventlog0 0O OO0O0OO0O0OOOOOOO

Security » EventLogs

2 ~ Application

@ o ([ | OrderbyDate = Newestd

7

Requests

[HTTPS] /DVWA/vulnerabilities/x...
10.1.10.28

3 Local Trame .1.10. N
15:31:08 2023-08-25 1m

@Acnum e

WA

=3 Device Management 5 mm——

R Shared Objects O [HTTPS| DVWANvuinerabilitesis.. (?

. 14:56:15 2023-08-25 5 mmm—
\} Security

Overview 200

Guided Configuration
Apglication Security
Protocol Security
Network Firewall
DeS Protection
Bot Defense

Event Logs

Reporting

Options
& pistributed Cloud services
£33 Network

[£%) system

Delete Export Accept

[

4 Entries

c| B~
=

7

B 1 Triggered Violation

1 0ceurrencew

Atack signoture derected @
B Request Details

Requested URL [HTTPS] /DVWANIn

Host 10.1.10.180

Time 202

3-08-25 15:31:08

@ NA-

Geslacation

Source IP Address 10.1.10.28:64910~

Decoded Request Original Request

POST /DVWA/ vuinerabilities/xss_s/ HTTP/1.1
Host: 10.1.10.180
Connection: keep-alive
Content-Length: 86
Cache-Control: max-age=
sec-ch-ua: "Chromium

weewform-urlencoded

Related Suggestion

erabilitiesixss s/ ¥

Response (N/A)

16", "NotA;Brand"v="24", "Geogle Chrome™xv="116"

dowes NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chr

@ Blocked v

Request Status

Enforcement Action Block

Virtual Server DVWA_HTTPS_VIP v
Security Policy DVWA_policy v
Microservice N/A V-

16.0.0.0 Safari/537.36

1.10.180/DVWA/vulnerabili
2ip, def
Accepr-Language: ja.en-

Cookie: security=low; PHPSESSID=6rlTvubling2unjbomOmhg8Tg42: securky=impossible

oaName=AWAF+salesd

., imoge/avi,

:q=0.8,spplication/signed-exchangexv=b3;q=0.7

t++or+ =148 8bY

Guestbook

2. Occurences 100 0000000000000 0O0O0mtxMessaged 0000000000 Attack Signature
00 SeeMore 0000000 Documentation 1 0000000000 OCOOOODO IDO 200002835000

ooooo

50

020 00000



AWAFv171 000000000

Detected Keyword

Artack Signature

Context

Parameter Level

Actual Parameter Name

Wildcard Parameter Name

Auto Detected Parameter

Value Type

Context

Parameter Level

Actual Parameter Name
L = S | [,

mtxMessa ge=AWAF|Dx:J_u|ca n|u:-=20 |preuen l:lnxzu|or|u:20|1 =1@
1]

SQUIN] gxpressions like "OR 1=1" (7) (Parameter)
’ See More w

Paramerer (detected in Form Data)

Global

&

alpha-numeric

Medium -

User-defined
Mo

Revision
4

Last Updated

Documentation
Documentation

Parameter (detected in Form Data)

Glabal

mtxMessage

21. AWAFOOODOO
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ft; g
A

Vo statistics

[T inees

@ DNS

B Local Tramc

(7A) Acceleration

&5 Device Management

‘_ shared Objects

O security

Overview
Guided Configuration
Application Security
Protocol Security
Network Firewal
Dos Protection
Bot Defense

Event Logs

Reporting

Options
% oistributed Cloud services

52 Network
System

Security » Options : Application Security : Attack Signatures : Attack S

Signatures ~  Thr

figuration v

V- ‘ Signature ID; 200002835 (% 1 Entry
" - 3 "
signature Name and Tag ~ signature ID Type Attack Type Accuracy Risk

2 sQLINj expressions like "OR 1=1" (7) (Parameter) 200002835 Request SQL-Injection MEDIUM MEDIUM

SQL-INJ expressions like "OR 1=1" (7) (Parameter)

Signature Type: Request
Signature Scope: Parameter/Cackie, XML, JSON, GWT, Plain Text
Attack Type: SQL-Injection @

Systems: General Database

Risk: Medium

Accuracy: Medium

Last Updated: 2020-06-09

Summary: This event is generated when an attempt is made to exploit an SQL-Injection
vulnerability. This is a general attack detection signature (L., it is not specific to any database or
web application)

Impact: Successful exploitation will result in information gathering and system integrity
compromise. Possible unauthorized administrative access to the server or application can result
Possible execution of arbitrary code of the attacker's choosing can result.

Detailed Information: SQL-Injection occurs when a web application doesn't sanitize user-supplied
input and places it directly into the SQL statement, This event indicates that an attempt has been
made by the client to inject SQL code into the application.

Affected Systems: All systems with database connectivity are potentially affected

Attack Scenarios: An attacker can inject SQL commands to the backend database for an application
if user input is not correctly sanitized or checked before passing that input to the database.

Ease Of Attack: Vary from simple to medium.

False Positives: Some applications send SQL statements to the web server as legitimate input.
Some free-text user input may match SQL-njection signatures.

False Negatives: None known.

Corrective Action: Ensure the system is using an up to date version of the software and has had all
vendor supplied patches applied.Utilize *Positive Security Model” by accepting only known types of
inputin web application.
Additional References: http:

.org/projects/threat/classes/sql_injection.shtm

See Less A

3. Security >> Application Security : Parameters : Parameters List 0 0 0 Create OO0 0000000

| OMLINE (ACTIVE)
| Standalone

|frg) statisties
5 s
@ DNS

(7] Local Traffic
(F33) Acceleration
=) Device Management

‘_, ‘Shared Objects.

U Security

Overview

Guided Configuration
Application Security

Security » Application Security

£ . Parameters

_policy - carming : Manual pply Policy
@ DYWA_pol Learning Mode: Manual Apply P
Parameters List
[Parameter Contains__~| [ ] [Go) | Show Filter Details ¥ Total Entries: 2 1
Legend (g Waiting for additional available [ Ready to be enforced Create..
() + Paramater Name Parameter Value Type  Parameter Level | Staging
[l Auto detect Global No
O _VIEWSTATE Ignore value Global No
Total Entries: 2

[Change Type... | Enforcs || Delete || Delete All |

4. Parameter Name 0 00000000000 OmtxMessageD O DO O0O0O0O000 BOXOODOOOOOOO
Parameter Value Type O O 0 Ignore Value D 0 OO0 O Create DO 00O DOOO0DOO

52 020 00000
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| ONLINE (ACTIVE)
Rk
L

Security » Application Security : Parameters : Parameters List » Add Parameter

@ DVWA policy @ | Learning Mode: Manual Apply Policy

@ g Create New Parameter [Cancel ][ Create ]
I Parameter Name Explicit__ | [ mbavessage ] '
() Local Trattic Parameter Level [Giobai v
(%) Acceleration Location oy ]
Perform Staging L] Enatled
Device Management =
= Is Mandatory Parameter [ Enatled
‘ Shared Objects Allow Empty Value U Enabled
— Allow Repeated Occurrences ) Enabled
() Security =
Mask Value in Logs t_J Enabled
Overvier Parameter Value Type lgnore value )]
Guided Configy

Eance\ﬂ Create )
Application Security

5. Apply Policy 0000 OO

Security » Applic

jon Security : Parameters : Parameters List

Parameters List

Extractions

4~

® DVWA _policy * 8 | Learning Mode: Manual Changes details (not applied) = ( Apply Policy

Parameters List

Parameter Contains v | [ ] Show Filter Details ¥ Total Entries: 3 ‘

6. Windows 0000000000000 00O00O0O0OOO0OODOO0ODOOOO0O
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& G A Notsecure | 10.1.10.180/DVWA/vulnerabilities/xss_s/ ¥ e

D\GA)

Vulnerability: Stored Cross Site Scripting (XSS)

DVWA_VIP

Home |
Instructions |

Name * | ‘
Setup / Reset DB |

Message *
Brute Force
Command Injection | Sign Guestbook || Clear Guestbook |
CSRF
File Inclusion
File Upload Name: test

Message: This is a test comment.
Insecure CAPTCHA
E—— Name: AWAF sales

SQL Injection Message: AWAF can prevent ' or 1=1 #

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

More Information

.

l

CSP Bypass
JavaScript

coooooobooooboOoobooOoOooon

1. 000000000 Parameter O Parameter Value Type O O O User-Input Value O O O O O Attack Signa-
tures 1 0 0000000000000 IDO20000283500 00000 O Disabled O O O Update 0 0 0 O
goood
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| ONLINE (ACTIVE)
; | Standsione
.

Security » Application Security : Parameters : Parameters List

{'ﬂ e ¢ - | Parameler Properties
E Tabps Edit Parameter
Parameter Name mb:Message (Expici)
@ DNS Parameter Level Glabal
G Loca Tramc Locebin for
Perform Staging O enaviea
(72 Acceteration Is Mandatory Parameter (D enavies
g [P— Allow Emply Value [ Enabled
Allow Repeated Occurrences | [ Enabled
W shared Objects Mask Value in Logs: Oenavied
0 Security Parameter Value Type [User-input value "I)

Ovenview DataType Value Meta Characters | Attack Signatures

Guided Configuration

X | Check attack signatures and threat campaigns on this parameter
Application Security

Protocol Securty | O[Vjiirf;: Security Policy Settings ‘ - ‘ Global Security Polcy Sattings ;
Hetiork Pl E@oum expressions like "OR 1=1" (7) (Parameter) ) (Do ] ‘
DoS Protection h 3]
Bot Defense
Event Logs
Reporting B
Options [ I— T
Cancel | [ Update -

/@ Distributed Cloud Services

2. Apply Policy D000 00O

Security » Application Security

neters : Parameters List

# - Parameters List Extrac

© DVWA policy @ | LearningMode: Manual Changes details [not applied) « ( Apply Policy
Parameters List
[Parameter Contains v | [ ] Show Filter Details ¥ Total Entries: 3 ‘

3. Windows 00 0000000000000 0OO0O0O00OOO0OOOOOOOOO
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& C A Not secure | 10.1.10.180/DVWA/vulnerabilities/xss_s/ g e

DVWA_VIP

Vulnerability: Stored Cross Site Scripting (XSS)

Home I

Instructions I
Name * ‘ ‘
Setup / Reset DB |

Message *
Brute Force

Command Injection
CSRF

File Inclusion

File Upload

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)

| Sign Guestbook || Clear Guestbook |

Name: test
Message: This is a test comment.

Name: AWAF sales
Message: AWAF can prevent ' or 1=1#

Name: AWAF sales
Message: AWAF can prevent’ or 1=1#

More Information

I

CSP Bypass
JavaScript

LRI

2.1.12 Threat campaigns 00000000

OWebOOOOOOOOOOODOOOOOOOOOOOOOOOODOOOOOOOOODOOOOOOOOOO
O0000000oooooo WAFOOOOOOooooooooooooooooooooooooooooo
OoooooooooooooDoOoOOoOOOO0O00000 WAFODODOOODOOOOOoOoOoooooooooo
oooboooooboooobooboboooooobooooooo

gooooO0oOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOO0OOOOODOOOOOOOOOOOOOOO
000000000 oodoDdoooDoooo0oooooooooooooooorODo00DoDooDooooooon
00 Threat Campaigns 00000 0000000000000 OOOQOOQOOThreat Campaigns 00000
oo ooobobobobobobbbobobbbbbod00uUoUuUoUo o

0000000 Threat Campaigns D000 0000000000000 000O000OO00O0O0OO0OOOOO

1. Security >> Application Security : Policy Building : Learning and Blocking Settings 1 0 0 000000
O O Threat Campaigns 0 Alarm 0 Block OO0 0000000000000 O0OO0M LearnO00O0O0OOOMM
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¥ Threat Campaigns

[ Alarm ‘ [ ] Block | Violation

Threat Campaign detected «

Enable Threat Campaign Staging

Threat Campaign Enforcement Readiness Period 1 day

2.000000000000EvengLogs00 0000000 FSO00000000O0O0O0OO0O0O0OOOOO
00000000000 0oo0o0@oooooooo00oo0oooo0oooooooooooon
O O O Violation Rating O 5:Request is most likelyathreat 0 0 000000000000 O0O0OO Threat
Campaigns 1 00 0000000000000 00000000000O0O0O0O0O0OOOOOOOOOOOO
goood

Security » Event Logs : Application : Requests

2 - Application

~  Protocol ~  Network v DoS ~ Bot Defense

~ | Logging Profiles

Order by Date » Oldest ?- Applied Filter: lllegal Requests X C | €&~ | Total Entries: 11
Requests
Delete Request Export Request [:(

[HTTP] /path 5 mm—

@ 10.1.104 _

04:36:59 2019-02-20 NA | Y [HTTP]/path

[HTTP] /index.php 5 wmmmm | W Triggered Violations [}

@ 10.1.104 .

04:37:04 2019-02-20 NA Violation ‘ Occurrences { Suggestions

[HTTP] /index.php 5 mmmm—- I T Threat Campaign detected ~ I 1~ None

@ 10.1.104 -]

05:26:27 2019-02-20 NA || Request Details Al Details

(HTTP/ Sm===l | || ceolocation~ T NA Time T 2019-02-20 04:36:59

@ 10.1.104 -

05:26:34 2019-02-20 NA Source IP Address = | T 10.1.10.4:49844 Violation Rating ¥ 5 ===mm Request is most likely a threat

[HTTP] Jpath § mmm— Session ID = T 3iddde982130c67f Attack Types N/A

@ 10.1.104 - :

05:26:40 2019-02-20 NA | (] Microservice | TNA

[HTTP] /path Smmmmm | [ poquest

@ 10.1.104 -]

05:27:11 20190220 NA | | Request actual size: 1435 bytes.
| [HTTP] /index.php 5 mmm—-— GET /path HTTP/1.1

@ 10.1.104 -] Accept-Encoding: identity

06:03:13 2019-03-22 NA Connection: close
] [HTTP] findex.action 5 mmm—— Content-Type: %{(#_='multipart/form-data"').(#dm=@ognl.0gnlContext@DEFAULT_MEMBER_ACCESS). (#_membe

@ 10.1.104 (-] rAccess?(#_memberAccess=#dm) : ( (#container=#context ['com.opensymphony.xwork2.ActionContext.contain

04:39:08 2019-07-15 NA er']).(#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.0gnlUtil@class)). (#ognluti

O0: Threat Campaigns 10 0000000000000 000000O0O0O0O0O0O0O0O0O0O0OOOOOOO
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2113 JOoOoOooOoTCOoOoOoOoOoOoUoooooo

1.000000000000000000000000D00OD0O00O0O0O0 Learn/Alarm/Block O O O
00o0o0o0oooooU000ooo0ooo0oO0ooOOoO0000D0DOOOU0D00D0DDOOOOD0D0DODOODOOO0
Security >> Application Security : Policy Building : Learning and Blocking Settings [ Attack Signatures
0000000000000 oooooooooooooDooDoD0Dm@OO0OddaddSave,

ApplyPolicy 0000000 M

]| ONLINE (acTIVE)
| standalone
] Live Updates Available

(7 24) Acceleration
@ Device Management

‘ Shared Objects

'\j Security

QOverview
Guided Configuration
Application Security
Protacol Security
Network Firewall
Do$ Protection
Bot Defense

Cloud Services

Apply Policy Configuration
Operation completed successfully.

Security » Application Secuity : Policy Building : Learning and Blocking Settings

# - | Traffic Leaming Learning and Blocking Settings

‘ o ‘ L] ‘ Learning Mode: Manual

| Apply Policy

P Policy Building Settings

Blocking Settings... [Search in Policy Building Settings

b Antivirus
 Attack Signatures
[ Learn ‘ ) Alarm | [[] Block | Signature Set Name | Signature Set Category
PHP Signatures (High/Medium Accuracy) Change signature properties v | User-defined
Change signature properties | User-defined

MySQL Signatures (High/Medium Accuracy)
Apache/NCSA HTTP Server Signatures (HighMedium Accuracey)

(<M <B<M<]
[<HI<BI<M<]
[<BI<BI<M<]

Generic Detection Signatures (High/Medium Accuracy)

Change signalure properties +
Change signature properties «

User-defined

Basic

Auto-Added Signature Accurag™ M=ss RERTIPRAT o S .
Enable Signature Staging Enforce updated rule immediately for non-staged signatures
T P N |,/ Retain previous rule enforcement and place updated rule in staging

Note: Newly added L e E5

Attack Signature False Positive Mode | Disabled v

Note: If a signalure false-posilive is allowed this signature will not block the request.

Apply Response Signatures for these File Types

Event Logs
Reporting
Options
¥ CSRF Protection =
go:
.

Enforce updated rule immediately for non-staged signatures:
Enforcement 0 0 (Non-Staging) 000 000000000000 000000 O0OOOOOOOODO

O Non-Staging 0 0000

Retain previous rule enforcement and place updated rule in staging:
Enforcement 0 O (Non-Staging) 00000000000 O0O0OOO0 ODO0O0O0OOOODOODOOOOO
O Non-Staging 00 OO0D0OOO00 OO0DOOOOOCDDO StagingOOOOOODOOOODOOOOD
Staging 0 0000000000000 0O00000000O0O0O0O0DOO0O0O0DOOOOO Non-Staging
OO00O00MManual 0O0OOOOCOCOODOODODOODO Staging->Non-Staging OO OO0 O0O0O M
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2. System >> Software Management : Live Update 0 0 0 00 00O 0O O O Check for Updates 0 0 00 00O
goboobobooboobobooboo

| ONLINE (ACTIVE)
s || Standalone
L [l Live Updates Available

I =T | syetem » Software Management : Live Update

Al siatistics 2% - | Image List = | Hoffix List ~ | Boot Locations Update Check Live Update

iAj
@ B ‘ Install All Updates I Check for Updates I Upload File Lasticheck iofLiptates Detaibs

Local Traffic

j.000ooooODOOOOO0@mOoOooooooooooon)

Updates Status

J Checking for updates...

This may take several minutes. Please wait until the process is over

4, 0000000000000 O0000DO0O00000O0000000DOOO00O0DOO0O0@OooOOOO0
O00000C000000C0O0OOONoupdatesfound 0 00000000000 0OO0O0ODOOOOOO
0000000000000 00OPending Status 000 00000O)

Updates Status

@ The following updates were successfully installed:
ASM-AttackSignatures_20201001_175533.im
BotSignatures_20201001_174550.im
BrowserChallenges_20200930_085224.im
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5. 00000000000CCO0O0OOInstallAllUpdates 000 0O0OOOOO

|| ONLINE (ACTIVE)
q | standalone
) | Live Updates Availabla

A System » Software Management : Live Update

—l statistics 2+ ~ | Image List ~ | Boot Locations. Update Check Live Update

) iApps
Gl ’[ Install All Updates ] Check for Updates Upload File Last Check for Updates Details +
(1] Local Tratfic

(%) Accaleration

= Device Management

‘_ Shared Objects

Updates Configuration m

. Installation of Automatically m
ASM Attack Signatures Downloaded Updates Real Time Scheduled

Bot Signatures.

0 Security Installation History
Browser Challenges
T Install Date Update File Name Status
S em i

yst Server Technologies ASM-AttackSignatures_20201001_175533.im Pending (Preview Available)

Gonfiguration

" 2020-08-2416:05:45 - i k
e Management Threat Campaigns ASM-AttackSignatures_20190716_122131.im © currently Installed

Ceriificate Managament
Disk Management
Software Management

License

6. 0000000000000 DOO0O00ODOO0OO0O@OOOOOOOOOOn)

Install Updates

Installing latest updates...

This may take several minutes. Please wait until the process is over

7. Instal D0 0000000000000 00O00O0OO00O0OO0OO0O0OO
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Install Updates %

@ The following updates were successfully installed:

ASM-AttackSignatures_20201001_175533.im
BotSignatures_20201001_174550.im
BrowserChallenges_20200930_085224.im

8. 000D DOOOODUDOOO0OOOD Currentlylnstaslled 0 0000000000000 00O0O0OO

System » Software Management : Live Update

Image List ~ | Hofix List ~ | BootLocations | Update Check Live Update
—

Install All Updates Check for Updates Upload File Last Check for Updates Details ~
Updates Configuration m

E-

ASM ack sgnatures i B e [ s

Bt Signatures Installation History

Browser Challenges
Install Date Update File Name Status

Server Technologies 2020-10-04 21:05:05 ASM-AttackSignatures_20201001_175533.im ) Currently Installed
2020-08-24 16:05:45 ASM-AttackSignatures_20190716_122131.im Previously Installed

Threat Campaigns

9. Update 00O Signature 0000000000 CO Entity 0000000 O0OOO0OOOOOOOOOOOO
gooooo
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Installation Details

Update File Name ASM-AttackSignatures_20201001_175533.im

Create Date 2020-10-02 02:55:33

Install Date 2020-10-04 21:05:05

Readme Added Cross Site Scripting (X55) signature 200101588 for import() (Parameter)

Added Cross Site Scripting (X5S) signature 200101589 for import() (H...
View Full Readme

Status @ Currently Installed

Install Results

Deleted Entities (0)

D Added Entities (1513)

D Modified Entities (1653)

Install Delete Cancel

10. Update DO O COODO Install Updates 1 0 0 0000000000000 0O00O00O0O
X
Updates Status

No updates found

11. 0000000000000 00000000000000O0O00C0O00On0oOo Security >> Applica-
tion Security : Security Policies : Policies List >> DVWA _policy 0 0 0 0 0 0 O O O O Status O Staging
gbobooboooood
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Security » Application Security : Security Policies : Policies List » DVWA_policy

< Export ~

Security Policy Configuration
General Settings
Inheritance Settings
Microservices
Attack Signatures
Threat Campaigns

Response and Blocking Pages

&/ 0 Signatures ready to be enforced

@ 2 signatures have suggesti

Y-

Basic

Attack Signature Name

Attack Signature Name

Advanced

Signature Scope

Any Scope v

Attack Type
Attack Type Name

Systems

Specify one or few systems

Apply Filter

Status
[ stagine | v]
Signature ID User-Defined
Signature ID Yes No

Signature Type
Reguest

Response

Reset Filter

12. 000000000000000000O0DOO0OO00ODOOO00ODOOO0
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Security » Application Security : Security Policies : Policies List » DVWA_policy

<« Export - Apply Palicy
Security Policy Configuration ) 0Signatures ready to be enforced @) 2 Signatures have suggestions m Stage Disable
~ | Status: Staging | % 1-200f885 Entries | 12 .. 45 |3
General Settings v . Bne ! B
(J signature Name ~ Signature ID Learn Alarm Block Status
Inheritance Settings
O @ "system" injection attempt (Header) 200004200 e v v Staging
Microservices
O D "system” injection attempt (Parameter) 200004152 v v ~ Staging
Attack Signatures O @ "system” injection attempt (URI) 200004201 v v v Staging
Threat Campaigns O @ ~vBulletin widgetConfig Render Code E... 200004995 s e g Staging
O O <script=alert(1);</script> (Header) 200101610 Ve v v Staging
Response and Blocking Pages
O D <script>alert(1);</script> (Parameter) 200101609 v v v Staging
O @ alert) (3) (Header) 200101624 v e v Staging
O @ alert() (3) (Parameter) 200101623 v v ¢ Staging
O [ alert() (3) (URI 200101625 v v v Staging
O I Angular)s sandbox Escape - constructo... 200101352 s v v Staging
O IO Angular)s Sandbox Escape - constructo... 200101351 v v v Staging
O @ Angular)s Sandbox Escape - constructo... 200101353 v v v Staging
O IO Apache mod_proxy Connection DoS 200012065 v Ve Ve Staging
O @ autofocus (Header) 200001582 s v vy Staging
O @ autofocus (Parameter) 200001581 v v v Staging
O D autofocus (URI) 200001718 v v v Staging
O D codelgniter RCE Gadget Chain 200104348 v v Ve Staging

O0: FSO00000000000000O0OO0O0000000O0DOOOO0000O0O0OOO0OO0000B00O
coobooooooooboooOooOoOoOoOoOoOoO0OobOOoO0OobOOoOoOoOoOOoOODOOoOb0ObObOOOobOOOOoonon
oobobooooboooobooooboooobooooooboooooDoog

* K82512024: Managing BIG-IP ASM Live Updates (14.1.x and later)
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2114 CVEOOOOOOOODOOOOO

goooCocOoOoOoObo CcvEOOooooooooooooooooooo

1. Security >> Options : Application Security : Attack Signatures : Attack Signature List 0 0 000000
00000000 00000000000 000000000000D0O0 ADVANCEDOOOQOQOGOQO
References 0 0 CVEOOOOOCVEOOOOOOO Apply 000000000 DDOOODODOOODOOO
ooooo

| ONLINE (ACTIVE)
Kdsss
S

Security » O
£ . Altack Signatures ~

@ DHS V- 1-200f8071Emwies | 1 2 3 4 .. 404 I
) Local Trathc BASIC ADVANCED Signature 1D Type Attack Type Accuracy Risk
(24) Acceteration 200101559 Request Crass Site Scripting (XSS5) MEDIUM MEDIUM
@ Device Management 200101558 Request Cross Site Seripting (XS5) MEDIUM MEDIUM
Update Date
R sharea Ovjects o v 200100092 Request Predictable Resource Location MEDIUM Low
() seeurty Risk 200100093 Request Predictable Resource Location MEDIUM Low
Low MEDIUM HIGH
Overview 200100094 Request Predictable Rescurce Location MEDIUM Low
Guided Configuration Accuracy
ow MEDIUM HIGH 200100095 Request Predictable Resource Location MEDIUM Low
Application Security B
Protocol Security 200100108 Requast Pradictable Resource Location MEDIUM Low
Network Firewal
T e e e 200100109 Request Predictable Resource Location MEOIUM Low
DoS Protection
Bot Defense O “%CommonProgramWe432%" access (Header) 200010 Request Predictable Resource Location MEDIUM MEDIUM
S Lege O “c EramWe432%" access ) Request Predictable Resource Location MEDIUM MEDIUM
Reporting
Options O "%COMPUTERNAMES™ access (parameter) 200100096 Request Predictable Resource Location MEDIUM Low

| OMLINE (ACTIVE)

Security » Options : Application Sec

f"‘i Statistics # - Altack Signatures ~

@ NS V'~ | CVE reference contains: 2017-5638 %
. .
@ Local Traftic signature Name and Tag ~ Signature 1D Type Attack Type Accuracy
(734) Acceleration IO code Injection Java (Accessing attributes) 200004156 Request Server Side Code Injection MEDIUM MEDIUM
Device Management IO code Injection Java (Accessing attributes) (#_classResolver) 200004262 Request Server Side Code Injection Low HIGH
Ry shared Obiects IO code Injection Java (Accessing attributes) (#_keepLastEvaluation) 200004265 Request Server Side Code Injection Low HIGH
U Security O Code Injection Java (Accessing attributes) (#_lastEvaluation) 200004264 Request Side Code Injection Low HIGH
Overview O code Injection Java (Accessing attributes) (#_traceEvaluations) 200004263 Request server Side Code Injection Low HIGH
Guided Configuration
Code Injection Java (Accessing attributes) (#_typeResolver) 200004261 Request Server Side Code Injection Low HIGH
i J g _typ q j
Appication Security
Protocol Security O Java code injection - Content-Type class github.com/joaomatosfijexboss 200004287 Request Server Side Code Injection HIGH HIGH
Network Firewall . )
IO Java code injection - Content-Type class orgjboss.cansol t 1 200004286 Request Server Side Code Injection HIGH HIGH
D03 Frotection
Bot Defense IO Java code injection - jexboss webshell 200004288 Request Server Side Code Injection MEDIUM HIGH
EventLop B Java code injection com.opensymphony (Header) 200003471 Request Server Side Code Injection HIGH HiGH
Reporting
Optians IO Java code injection com.opensymphony (Parameter) 200003470 Request Server Side Code Injection HiGH HiGH
Java code injection com.opensymphony (URI) 200003472 Request Server Side Code Injection HIGH HIGH
/@ Distributed Cloud Services
J
IO 18055 admin panel URL 3 200010106 Request Predictable Resource Location MEDIUM MEDIUM
O ISP Expression Language Expression Injection (URI) 200004281 Request 5@ ide Code Injection Low HIGH
System :
IO Object Graph Navigation Library Expression injection (URI) 0004280 Request Server Side Code injection Low HIGH
- >
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000 CVEODO (CVE-2017-5638) O O Apache Struts2 0 00 000000000 COO0O0OOCOOCOOO
O0OO00O0OO0O0OO0OAdvWAFOOO1 00O CVEOOOOOOOO0O000000000000000000
ooo

2.1.15 Geolocation 00 O

Geolocation Enforcement 0 D 0 0 0000000000000 O0OCO0O0O0DOOOOO0ODOOOOOODOCOOOO
OMps0o00o000ooo0oobooooooooom

1. Security >> Application Security : Policy Building : Learning and Blocking Settings O IP Ad-
dresses/Geolocations [ [0 00 O O Access from disallowed Geolocation 0 Learn/Alarm/Block 0 0O O O O
Oo00o0bo0ooOboooon

¥ IP Addresses and Geolocations

["JLearn | () Alarm | ("] Block ‘ Violation

Access from disallowed Geolocation ~ = ]

Access from malicious IP address

Bad Actor Detected

(LI <M<] 1<)
[CHE <M <] 1<

IP is blacklisted

2. Security >> Application Security : Security Policies: : Policies List 1 0 0 0 0000000000000

| ONLINE (ACTIVE)
e
]
5 e
@ DNS V- 1 Entry
[tﬁ Local Traffic [ Policy Name ~ Enforcement Mode Virtual Server(s) Last Modified OWASP Compliance

(730 Acceteration L] ovwa policy @ slocking DVWA_HTTPS VIP 2023-08-25 16:57:28 1710

=3 Device Management
Mg Shared Objects
U Security

Overview

Guided Configuration

Appiication Security

3. General Setting [1 Geolocation Enforcement ** 0 0 000000000000 **Disallow Access 0 0 0
O0Save00OOO0OO
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| OMLINE (ACTIVE)
R plesee
)

| Hep | Apout Security »» Application Security : Security Policies : Policies List » DVWA_palicy
I:"i Statistics

&« Export - Enforcement Mode: ® Blocking | Learning Mode: Marusl Apply Policy ‘
iApps L |

&3 ons
B Policy Configuration
(G Local Trattic _—— -

@ Note: Response codes 200 through 399 are automatically allowed by the system

General Settings
G Acceleration
Device Management Audit Log
‘_ Shared Objects Attack Signatures Advanced Settings
Q Security Server Technologies
Threat Campaigns ™ MysQL X @ PP X
Overview N, Apache/NCSA HTTP Server X
Guided Configuration
2 InteNgeace Policy is Case Sensitive Yes
Application Security
Protocol Security IP Address Exceptions Geolocation Enforcement Disallow Access Allow Access
Network Firewall
DoS Protection Sessions and Logins

Bot Defense -
v Response and Blocking Pages
Reporting >
Ogtions: 0 HTTP Message Protection

Differentiate between HTTP/WS and m
HTTPS/WSS URLs

Yy

4. Apply Policy OO DOODODO

Security » Application Security : Security Policies : Policies List »» DVWA_policy

- Export -~ EnforcementMode: © Blocking | Learning Mode: Manual Apply Policy )

2.1.16 IP Intelligenced IPID O OO

IPIntelligence D00 0000000000000 IPOODOOO0OOOO BlockOOOOOODODOOO Appliction
Security 000000 IPOOOOOOOODOOOCOOOCPUOCOOOOCOOOOODOOOODOOWAFO
L7DDoS 00O OO IPIntelligence 0 0 DO D000 O000O0MMFSOO0O0O0DOODODOOOOOOOOOOO
oom

1. Security >> Application Security : Security Policies: : Policies List 0 0 00 0000000000000
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]| OMLINE (ACTIVE)
T s
L

(SR compare Delete

v~ 1Entry

[ Policy Name ~ Enforcement Mode Virtual Server(s) Last Modified OWASP Compliance

\" DVWA_policy ' @ Blocking D
—

VA_HTTPS_VIP 2023-08-25 16:57:28 1710

W Shared Objects

() seeurity

Overview

Guided Configuration

Agpiication Security

2. IP Intelligenc 0 On OO0 OO0

| OMUNE (ACTIVE)
f; | standalone
®

< Export v Enforcement Mode: & Blocking | Learning Mode: Manual Apply Policy ‘

B Policy Configuration m

3 Local Trame

General Settings i st Update: 202 13 -
(B ity 8 IP Intelligence @ Lasc Update
£ Device Management Audit Log
. Sharea Objects. Attack Signatures
O Security

Threat Campaigns

Overview
Guided Configuration IP Intelligence

Application Security

3. 000000000000 AlarmO00 BlockOOOOOOOOOOOO0O0OO0 SaeveO0O0OO00OO
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| ONLINE (ACTIVE)
Ry 1 s
(.

Security » Application Security : Security Policies : Policies List »» DVINA_policy
/v Statistics

&« Export - Enforcement Mode: ® Blocking Learning Mode: Manua! Apply Policy
[ awes
£ ous
B Policy Configuration E
) Local Trattic

General Settings IP Intelligence Last Update: 2023-08-25 18:06:13 m
() Acceie 8 g @ ast Update
Device Management Audit Log { Alarm Block Alarm Block
W Shared Objects Attack Signatures Tor Proxies @ Denial of Service @
U Security Mobile Threats @ Scanners (&
Threat Campaigns
Overvew Cloud-based Services @ Botnets @
Guided Configuration 1P Intelligence
Aoplication Securty Ananymous Proxy @ Web Attacks (D
Protocol Security IP Address Exceptions Phishing Proxies @ ‘Windows Exploits @
Network Firewal
DoS Protection Sessions and Logins Infected Sources (3 Spam Sources @
Bot Defense k J

Response and Blocking Pages
Event Logs P Ing Pag

4. Apply Policy D000 OO

Security » Application Security : Security Policies : Policies List .»» DVWA_policy

& Export - EnforcementMode: © Blocking | Learning Mode: Manual Apply Policy )

OO: OOOOOL7DoS Shun O IP Intelligence 0000000000 OOIP Intelligence 0 IPO 0000000
DBOOOOO L7DoS OO0 Shun list(Auto-blacklisting) 0 0000000000

IP Intelligence 0 0 0000000000 DOO0ODOOOODOOOODOOOODOOOOO

2117 Blocking O O OOOOOooooooooood

ctobooobobooOooO0oooO0ooOo0oOoOodOoOoO0OOoO0OoOoOoOoOo0oOoboOoOoOoOoooooomoOoOoooOoOoon
oom

1. Security >> Application Security : Security Policies : Policies List >> 0 0 0 00O OO O O O Response and
Blocking Pages 1 0 0000000000 OOOO
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|| OMLINE (ACTIVE)
g | standaione
“

= sumns
(55 wops
&3 ons

G4 Local Tramc

&« Export - Enforcement Mode: @ Blocking |  Learning Mode: Manual

B Policy Configuration

Blocking Page Default
General Settings Response Type
(733) Acceteration

Response Headers  Response Body

Default Response v

r

S} Device Management Audit Log
HITPI1.1 200 0K
Cache-Controk: no-cache
Y. Shared Oblects Attack Signatures S
B Cennection: close
O secunty y
Threat Campaigns
Overview Login Page Resporse Type | Defauk Response ~
Guided Configuration
o 1P Intelligence e . 3
Application Securty _—
N HTTP/1.1 200 OK
Protocol Security IP Address Exceptions Cache-Controk no-cache
Network Firewall Pragma: no-cache
DoS Protection Sessions and Logins ST 2
Bot Defense
i Response Type | SOAP Faul v
Event Logs
Reporting Response Headers  Response Body £
Options O HTTP Message Protection HTTP/.1 200 OK -

Cache-Contral: no-cache

(@ oistributed Cloud Services

3 Advanced Protection

R

2. Response Body 0 0 00 0 0 Custom Response 0 0 0 0000

ity » Application Security : Security Poli

= Export - Enforcement Made: ® Blocking | Learning Mode: Manual Apply Policy

B Policy Configuration

i Blacking Page Default . ~
General Settings Respanse Type | Custom Response 4

Audit Log Redirect URL

SOAP Fault

Attack Signatures

Pragma: na-cad
Connection: close

#
Threat Campaigns Restore Default Headers
Login Pa
IP Intelligence Ein Fage Response Type | Default Respanse v
Response Headers  Response Body HH
IP Address Exceptions —_—
HTTP.1 200 OK
Cache-Control: no-cache
Sessions and Logins Pragma: no-cache
Connection: close
Y
Response and Blocking Pages
L Resnanse Tune | SOAP Fault v

3. Response Body 1 0 00000000000 0O00O0O0O0O0O0OO
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Security

Application Sec Security Policies : Policies List

Export - Enforcement Mode: & Blocking |

Learning Mode: Manual

Apply Policy

B Policy Configuration
Blocking Page Default
General Settings

Audit Log

Attack Signatures

Response Type Custom Response hd

Response Headers  Response Body i

<htmi><head><title> 7272 A3EF
BEETT
href=ljavascripuhistory

Tl<title></head><body> BRSSO A DT SEAHAEN TS DERA. FSE
br. EDEBHSRTESTT. : HTSrequestiD¥><br><braca
:'>[Go Back]</fa=</body=></html>

et ipthineoy hack

P
Threat Campaigns Restore Default Body ~ Upload File
Login Page
Response Type | Default Response v
IP Intelligence
Response Headers  Response Body H
IP Address Exceptions HTTPA.1 200 OK
Cache-Control: no-cache
Sessions and Logins b shesi
Connection: close
V.
Response and Blocking Pages XML
Response Type | SOAP Fault v
< Export *  EnforcementMode: @ Blocking | Learning Mode: Manual Apply Palicy ‘
B Policy Configuration m
General Settings Blocking Page Default Response Type | Custom Respanse v

Audit Log

Attack Signatures

Threat Campaigns
IP Intelligence Login Page
IP Address Exceptions
Sessions and Logins
Response and Blocking Pages
XML

5.0000000000000D00000DOO

@,
£3
ALPOEAFTENT 4

LIEE,. c\l;\r:c?(:ﬁ
4TS requesc D>

Response Headers  Response Body

<bodpETE
BOELA, FEREETT
MURLEEBEC55TT. :

<bra<br><a href=javaseripthistory.backl);>[Go Back]

<la><ibady></rimly P
Restore Default Body  Upload File
Response Type | Defaul Response v
Response Headers  Response Body ra

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Connection: close

v

Response Type | SOAP Fault v
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Response Body Preview

BRERTIS5QHA AP IEARTENTEDER A, FSE
BEFTIERESZL,

BEWSHDEESETE5TY. @ <%TS.request.ID()%>

[Go Back]

6. 0000000000000 0000C0000O0save0 00000

» Application Security : Security Policies :

“ Export A Enforcement Mode: @ Blocking | Learning Mode: Manual

Changes details (not applied) + Apply Policy

B Policy Configuration

Blocking Page Default
General Settings ocrng Tagu e Response Type | Custom Respanse v
Response Headers  Response Body HIH
Audit Log
<htmli>chead>ctitle> P13 T</title></head>
<body>BRIEFTESDYA MDFPLEFTENT
Attack Signatures EOFA. PEREFTIBMRCEE. grard
BLEHEESEI55TT. : <%TSrequestiD)%>
eheschenes heatainacesinshietan: haslll sIGa Rackl LA
Threat Campaigns Restore Default Body  Upload File
1P Intelligence Login Page Response Type | Default Response v
B add . . Response Headers  Response Body ir
1 ress Exceptions —_—
HTTP/1.1 200 OK
Cache-Control: no-cache
Sessions and Logins Prageme: no-cache
Connection: close
4
Response and Blocking Pages
At Response Type | SOAP Fault v

7. Apply Policy 000000

Security » Application Security : Security Policies : Policies List

<« Export -

Enforcement Mode: @ Blocking | Learning Mode: Marual Apply Policy )
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8. Windows Client 1 0 000 SQLOOOODOOOOOCOOOO0O0O00000O0O0OODOOOOOO0OO00
gbobobooo

- (] X
@ 7oeAHEHT x +
< C A Notsecure | 10.1.10.180/DVWA/vulnerabilities/sqli/?id=%27+or+1%3D1+%23&Submit=Submit# ¢ e
DVWA_VIP

BREFIESOUA AT ITAFEFAENTEDFERA. BPEESFTIEEIZE,
BEESTESETESTY. - 3041594194331172873

[Ge Back]

22 AWAFOOOODO

Comming soon!

22. AWAFODOODOO 73



	はじめに
	コンテンツ
	AWAF設定初級編
	AWAFとは
	AWAFスタンドアロン構成ネットワークサンプル
	初期設定（プロビジョニング、ネットワークの設定等）
	（脆弱な）WEBサーバの登録
	Guided configurationによるWAFポリシーの作成
	シグネチャの状態確認
	ステージングログの設定
	シグネチャの動作確認
	シグネチャのステージング解除
	Blockingモードへの変更
	シグネチャのチューニング
	誤検知したパラメータをホワイトリスト化
	誤検知したパラメータで該当シグネチャを無効化

	Threat campaignsシグネチャの設定
	シグネチャ、TCシグネチャのアップデート
	CVE番号によるシグネチャの検索
	Geolocationの設定
	IP Intelligence（IPI）の設定
	Blockingモード画面のメッセージカスタマイズ

	AWAF設定中級編


